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Initially, I think that most of the committee members underestimated the problem. We knew
that Java had a good memory model [Pugh 2004] and hoped to adopt that. I was highly amused to
find that representatives from Intel and IBM effectively vetoed that idea by pointing out that by
adopting the Java memory model for C++ we would slow down all JVMs by a factor of at least two.
Consequently, to preserve the performance of Java, we had to adopt a far more complex model for
C++. Ironically and predictably, C++ was then criticized for having a more complicated memory
model than Java.
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“Even with C++11 support, I consider
Lock-free programming expert-Level work.”
-- Bjarne Stroustrup, HoPL4, P33



Advanced Concurrency

« Memory Order Basics
« Overview

« There also exists consume-release model, but since it's very difficult for
users to annotate and for compilers to analyze better optimizations, all
compilers strengthen consume-release model to acquire-release model.

e C++420: [Note 1. Prefer memory order::acquire, which provides stronger guarantees than memory order
Implementations have found it infeasible to provide performance better than that of memory order

Specification revisions are under consideration. — end note]
_ Defang and deprecate
« C++26: consume operations are deprecated.  memory order::consume

Doc. No: P3475R1
Contact: Hans Boehm (hboehm@google.com)
Audience: LEWG, CWG, LWG
Date: Jan 11, 2025
Target: C++26

rconsume.

:racquire.



Memory order

« Current programming world stands on the foundation of

sequential execution...

« Compiler / JIT may do aggressive optimization...

« Here we will “cache” global variables to registers, and eliminate redundant
expressions (i.e. b = addend + 1).

int a, b, addend;

void test()

{

a
b

addend + 1;
b - 5;
addend + 3;

void test(int addend)

{

int tempb = addend;
int tempa = tempb - 4;
tempb += 4;

a = tempa;
b = tempb;

//
//
//

//
//

mov
lea
add

mov

mov

esi, DWORD PTR addend[rip]
edi, [rsi - 4]
esi, 4

DWORD PTR al[rip], edi
DWORD PTR b[rip], esi

* Processors may do out-of-order execution and speculative computation...
« Each processor may have its own L1/L2 cache...



Memory order

* These optimizations are smart and correct in sequential world,
but when it comes to parallelism, some assumptions are not that
intuitive...

int a. b. addend: void test(int addend)

{

. int tempb = addend; // mov esi, DWORD PTR addend[ripl]
void test() . . .
int tempa = tempb - 4; // lea edi, [rsi - 4]
{ tempb += 4; // add esi, 4
= addend + 1;
a=>b -5; ¢ a = tempa; // mov DWORD PTR al[rip], edi
b = addend + 3; b = tempb: // mov DWORD PTR b[rip], esi

« What if there is another thread that modifies addend here?

* b can be something other than tempb + 4, but compiler optimizations make it
impossible.



Memory order

« Among so many compiler optimizations, processor ISA
regulations, cache coherence protocols...
« We need to find a way to unify “as-if” behaviors by abstraction!

That is what memory order for in C++.
« Three types of memory order:
« Sequentially consistent model (seq_cst)
« Acquire-release model (acq rel)
« Relaxed model (relaxed)

« BTW, Rust has completely same regulations as C++.

Rust pretty blatantly just inherits the memory model for atomics from C++20. This is not due to this
model being particularly excellent or easy to understand. Indeed, this model is quite complex and
known to have several flaws. Rather, it is a pragmatic concession to the fact that everyone is pretty
bad at modeling atomics. At very least, we can benefit from existing tooling and research around the
Atomics - The Rustonomicon



https://doc.rust-lang.org/beta/nomicon/atomics.html
https://doc.rust-lang.org/beta/nomicon/atomics.html
https://doc.rust-lang.org/beta/nomicon/atomics.html
https://doc.rust-lang.org/beta/nomicon/atomics.html

[1]: A Concurrency Semantics for Relaxed Atomics that
Permits Optimisation and Avoids Thin-air Executions |
POPL'16, Jean & Peter from Univ. of Cambridge

M e I I l O ry O rd e r POPL is Top Academic Conference in Programming Language Design.

« But, how to describe memory order is still an unsolved
problem even in academia (even seq_cst model has bug fix in C++20).
« And C++ is pioneer in this field, so the standard has been revised nearly in
every version.
« But normally this is defect in theoretical model; real-world behaviors are
not severely affected.

« The key problem is that memory order is axiomaticll!, which is
rather weak and cannot exactly describe what we want.
« Memory order gives constraints, and every outcome that
can fulfill the constraint is a valid solution.

« While some solutions are not really valid...we'll see them
later.

Results that
memory order

What memory X+ v >6 allows

order regulates:

constraints: 0
X

y=0



https://dl.acm.org/doi/10.1145/2837614.2837616
https://dl.acm.org/doi/10.1145/2837614.2837616
https://dl.acm.org/doi/10.1145/2837614.2837616
https://dl.acm.org/doi/10.1145/2837614.2837616
https://dl.acm.org/doi/10.1145/2837614.2837616
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Formally, this is regulated by RR/RW/WR/WW
M e m O ry O rd e r coherence in standard; we rephrase it here.

 There are some intuitive basic regulations in memory model.
1. Modification order: for a single atomic variable, all threads

see the same operation sequences.
e Socanrl ==18& r2 == 2 && r3 == 2 & r4 == 17
« No!
« Reason: r4 cannot read value newer than r3, and r2
cannot read value newer than rl.
e rl ==1 && r2 == 2: 2 is newer than 1;
e r3 == 2 & & r4 == 1: 1 is newer than 2; Conflict!
« Compilers are not allowed to reorder.

« But, operations for different atomic variables may
have different orders in different threads.

-- Initially --
std::atomic<int> x{0};

-- Thread 1 --
X.store(1);

-- Thread 2 --
X.store(2);

-- Thread 3 --
int rl = x.load();
int r2 = x.load();

-- Thread 4 --
int r3 = x.load();
int r4 = x.load();



Memory order

2. Sequenced before: we've covered evaluation order previously...
EXxpression

« Then, it’s order of expression evaluation that computes the
whole tree.

- It is only determined that before the evaluation of root, the left child and
the right child will be evaluated first; the order is unspecified.

- e.g. f1() +, f2() +, £3(), it’s root(+,) -> 1child(f1() + f2()) ->

» This still obeys our rules, e.g. f1() and f2() evaluated before 1child.
« Soif weoutputa in f1(), b in f2(), c in f3(), any permutation of abc is possible!

« To sum up, evaluation order is hugely determined by how compiler
computes the tree.



Memory order

« So if an evaluation A definitely computes before another one B,
then we say A is sequenced before B. , ._ .. ,, . 1.oene berore

« For example, for different statements. b +=2; // #2
« In the same statement:

a+=1, b +=2; // a += 1 is evaluated first
// then it's sequenced before 'b += 2'
// Yet another smelly example.
a += b++; // b++ 1is evaluated first since C++17,
// so here 'b++' sequenced before 'a +="'.

« And function parameters are indeterminately sequenced since C++17, so
there is some order but it's unspecified;

 And some evaluations are not regulated at all, which means they're

unsequenced (e.g. a = b++ + b is UB, since b++ and b are unsequenced
while b++ has side effect).

« Again, such order is in the sequential view...



Data races occur when non-atomic operations

on the same memory location do NOT have
M e m O ry O rd e r some certain happens-before relationship.

3. Happens before: in parallel world, which evaluation is executed
first is requlated by happens-before.

If A is sequenced before B, then A happens before B (single-thread case);
If A synchronizes with B, then A happens before B (inter-thread case);
Or A happens before B & B happens before C, then A happens before C.

For non-atomic variables, only when A happens before B will effects of A
be visible to B.

« So compilers can do aggressive optimizations, as long as they aren’t visible.

For atomic variables, HB order is part of MO; if two operations have no HB
relationship, then their order in MO is also random.

« Namely, if B doesn’t happen before A, then effects of A may be visible to B.
Memory order mainly regulates such “synchronize-with” relationship.

Note: actually, what we teach here is happens-before since C++26; before that (since C++20) this is called simply-
happens-before, but it's equivalent to happens-before (since C++11) when no consume operation is involved (and
again, we've said that consume operations are never implemented).
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Sequential Consistency

« In real world, all events are sequenced in some way, and all
observers will see the same sequence.

« Similarly, we may think operations to have some total order, and

all threads observe the same order. - Initially --
. s . . d:: ic<int> x{0};
- This is the core of sequentially consistent model! S ratomesine X
« Back to our example: —- Thread 1 --
x.load() r1=0 x.store(1);
x.store(1) x.store(1) e
_ X.store(2);
x.store(2) r3=1
.load _ int rl = x.load(Q);
x.1oad() a2 I = e
x.load() r2=2
-- Thread 4 --
Interleaving them randomly, I T

we get a total order. int r4 = x.loadQ;



Sequential Consistency

 Formally, when an atomic load operation B loads a value that’s
stored by an atomic store operation A, then A synchronizes with
B.

« Then all previous outcomes are visible since B.
« For example:

std: :atomic<bool> x{false}, y{false}; int mainQ

std::atomic<int> z{0}; {
{ // BN REREEER.
std::jthread a{ write_x }, b{ write_y }, c{ read_x_then_y },

void write_x() { x.store(true); } df read y then x }:

void write_y() { y.store(true); } }
void read_x_then_y() assert(z.load() '= 0);
{ }

while (!x.load());

1T (y.Toad()) Can this assert fire?

++2;
3
void read_y_then_x()
{

while (ly.Toad(Q));
if (x.load())
++2Z;



 No, z.load() is always non-zero.

« Reason: there is a total order, so either x.store(true) or

y.store(true) occurs first.
« Let’s assume x.store(true) happens first since it's completely symmetric.

Visible to

Synchronize with

x.store(true) _ _
Synchronize with

y.store(true) | For thread 4, only
when y.load() sees

For thread 3, only

when x.load() sees

true can it proceed. 5 § true can it proceed.
y.load() may get x.load() gets true.
false. 1

« Synchronization is implicitly established through reading value.
« Note: x.store(true) and y.store(true) do NOT have happens-before
relationship; the order is imposed by total order.

seq_cst model actually uses strongly-happens-before relationship but here they’re equivalent; we’ll cover it in the next section.



Sequential Consistency

* Note 2: start of threads & joining threads will also establish
synchronize-with relationship with function start & return.

* So here thread joining happens before z.load(), and function return
happens before thread joining, and ++z happens before function return.
Thus z.load() can get 1 or 2 correctly.

* Note 3: operations on atomic variables are indivisible (and thus
prevent data races), which is not affected by memory order.
« Called atomicity. Inc(int& a, std::mutex& mut) {
 Our example in the last lecture: for (int i = @; i < 100000; i++)

« If a is atomic variable, then lock protection is
not needed.
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Acquire-release Model

 In many architectures like RISC-V, ARM and Power, such total-
order assumption is quite expensive, while they support weaker
model better.
« Acquire-release is a commonly supported order!

SO0 what does acquire-release model guarantee?

« Only read operations can be “acquire”, and only write operations can be
“release”.

« For an acquire operation B, if it reads the value from a release operation A,
then A synchronizes with B (and thus A happens before B).

« There is no total order.



Acquire-release Model

std::atomic<std::string*> ptr;
int data;

« For example:

void producer()

{
Sequenced before store, thus std::string® p = new std::string("Hello");

happens before store. data = 42;
—) Dtr.store(p, std::memory order release);
Only when ptr loads some }
value will the program _
proceed, then store ‘E'Uld consumer ()
synchronizes with load (and std::string* p2; Through three
thus happens before load). while (!(p2 = ptr.load(std::memory order_acquire))) happens-before,
; we know that
Sequenced after load, thus assert(*p2 == "Hello"); data is always 42.
load happens before asserts. ) assert(data == 42);
int main()
{

std::thread tl(producer);
std::thread t2(consumer);
tl.join(); t2.join();



Acquire-release Model

 On the other hand, since it doesn’t have total order:

void write_x() { Xx.store(true, std::memory_order_release); } Store of x and y have no

void write_y() { y.store(true, std::memory_order_release); } happens-before relationship.
void read_x_then_y(Q)

{
while (!'x.load(std::memory_order_acquire));
if (y.load(std: :memory_order_acquire)) Here we only know that x is true (synchronize-with), while
+4z: y.load and y.store don’t necessarily have happens-before
} relationship.
void read_y_then_x()
{
while (!y.load(std::memory_order_acquire)); Similarly, x.load and x.store don’t necessarily have
if (x.load(std::memory_order_acquire)) happens-before relationship.
++Z;
3

Thus, z.load() can be 0 here.



Acquire-release Model

int data = O;
std: :atomic<bool> syncl{ false },sync2{ false };

« Another example for transitivity:
« SB(#0, #1)
SW(#1, #2)

« As only when #2 reads true can
thread 2 proceed.

SB(#2, #3)
SW(#3, #4)
SB(#4, #5)

 Thus we know HB(#0, #5).

Obviously, acquire-release model
can be used to implement spinlock.

void thread_10)

{

h

data = 442;
syncl.store(true,std: :memory_order_release);

void thread_20)

{

h

//
//

while(!syncl. Toad(std: :memory_order_acquire)); //

sync2.store(true,std: :memory_order_release);

void thread_30)

{

//

while(!sync2.Toad(std: :memory_order_acquire)); //

assert(data == 442);

//

#0
#1

#2
#3

#4
#5



Acquire-release Model

By happens-before relationship, acquire-release model implicitly
disables compiler reorder optimization.
« An acquire operation B may happen after another release operation A...
« If a compiler reorders statements S1 after B to before B;
« Or if a compiler reorders statements S2 before A to after A;
« Then S1 may fail to observe results in S2.

« Thus, acquire & release offers a one-way instruction barrier implicitly.

« All operations that will cause side effects (that may be used by another threads)
cannot go below beyond a release operation;

« All operations that may rely on side effects cannot go above beyond an acquire
operation.

 Intuitively, acquire-release forms some critical section; you cannot move
out code in between.
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Relaxed Model

Sometimes we may want even weaker order...

« That is, we only need to maintain atomicity; no synchronize-with

relationship is needed.
« This is relaxed model.

For example:

std::atomic<int> x{0}, y{0};

void read_y_then_write_x(int& rl)

{

rl = y.load(std: :memory_order_acquire);
X.store(rl, std::memory_order_release);

}

void read_x_then_write_y(int& r2)

{

r2 = x.load(std: :memory_order_acquire);
y.store(42, std::memory_order_release);

// #1
// #2

// #3
// #4

int main(Q

{

int rl =0, r2 =0;
std::jthread{ read_y_then_write_x, std::ref(rl) },

{ read_x_then_write_y, std::ref(r2) };
assert(!(rl == 42 && r2 == 42));

Exercise: Can this assert fire?



std::atomic<int> x{0}, y{0};

void read_y_then_write_x(int& rl)

Re I a Xe d M O d e I { rl = y.load(std: :memory_order_acquire); // #1

X.store(rl, std::memory_order_release); // #2

}
° | void read_x_then_write_y(int& r2)
No! {
° 1 — r2 = x.load(std: :memory_order_acquire); // #3
Assumlng that Pl 42’ y.store(42, std::memory_order_release); // #4
« Then #1 reads value from #4, and }

acquire-release model makes SW(#4, #1).
« And SB(#3, #4), SB(#1, #2), thus we know HB(#3, #2).
« Thus, effects of #2 are not visible to #3, and r2 is definitely 0.
- Then what about relaxed model? ;¢ " enrrexama

° ThIS assertion may fir'e,__ rl = y.load(std: :memory_order_relaxed); // #1

. That iS rl == 42 88 r2 == 42 may X.store(rl, std::memory_order_relaxed); // #2
, == ==
be true. }

void read_x_then_write_y(int& r2)

{
r2 = x.load(std: :memory_order_relaxed); // #3
y.store(42, std::memory_order_relaxed); // #4



void read_y_then_write_x(int& rl)

{

rl = y.load(std: :memory_order_relaxed);

Re I a Xe d M O d e I x.store(rl, std::memory_order_relaxed);
¥

void read_x_then_write_y(int& r2)

_ , . {
e Since relaxed model doesn’t establish "2 = x.Toad(std: :memory_order_relaxed)

« Remember our effect rules?

« For atomic variables, HB order is part of MO; if two operations have no HB
relationship, then their order in MO is also random.

« Namely, if B doesn’t happen before A, then effects of A may be visible to B.

« So here #1 doesn’t happen before #4, then effects of #4 can be read by
#1 so rl == 42 can be true.

« And #1 happens before #2, so x can store 42.

« And #3 doesn’t happen before #2, then effects of #2 can be read by #3
SO r2 == 42 can be true.

« Thus, r1 == 42 && r2 == 42 can be true.

// #1
// #2

, // #3
any SynChrOnlze-Wlth relat|0nSh|p y.store(42, std::memory_order_relaxed):

// #4



Relaxed Model

 Note 1: again, we emphasize that there is no total order.
« If there is, then in thread 2 SB(#3, #4) prevents any possible order to
make r2 == 42,

« In practice, compilers are allowed to reorder #3 and #4, since destroying
such HB doesn’t affect any visible effects.

 Note 2: this outcome doesn’t violate modification order
constraint of a single atomic variable.

All threads see this same modification order.

#3 can read rl,

X 0 ri <o it can be 42. Notice that here it's

can instead of must,
#1 and #3 can read
#1 can read 42, older values.

so rl can be 42.




std: :atomic<int> x{0}, y{0}, z{0};
std: :atomic<bool> start{false};

I ’\e I a Xed M O d e I constexpr unsigned int Toop_num = 10;

struct valueStatus { int x, y, z; };

using valueContainer = std::array<valueStatus, Tloop_num>;

 Another complex example:

void increment(std::atomic<int>* var, valueContainer®* values)

c int main(Q
for Cunsigned int i = 0: 1 < Toop_num: i++) std::array<valueContainer, 5> values;
’ —" ’ {
{ . . .
TR o 5 e R B oy LG B ey std::jthread a{ increment, &x, &values[0] }, b{ increment, &y,
values[il.y = y.Tload(std: :memory_order_relaxed); &alues[1] }, c{ increment, &z, &values[2] };
values[i].z = z.load(std: :memory_order_relaxed): std::jthread d{ read_status, &values[3] }, e{ read_status, &values[4] };
var->store(i + 1, std::memory_order_relaxed); start.store(true);
) start.notify_a110; All threads start now.
} }
void read_status(valuecContainer® values) for (const auto& cont: values)
{ {
start.wait(false); std::print("[");
for (unsigned int i = 0; i < Toop_num; i++) for (auto val : cont)
{ std::print("({}, {3}, {PH ", val.x, val.y, val.z);
values[i]l.x = x.Tload(std: :memory_order_relaxed); std::printTn("1™);
values[i].y = y.load(std: :memory_order_relaxed); }
values[il.z = z.Tload(std: :memory_order_relaxed); }
}



Relaxed Model

« So what it does is:

 Three threads, with each one only modifying one of the atomic variables,
and reading all of them;

« Two threads that only read all atomic variables.

« It can only guarantee that:
« The thread that modifies the variable will see it increases one by one,
constrained by happens-before relationship.
« For example, values[@] will have (o, .., ..), (1, .., ..), ., (9, .., ..).
« And constrained by single-atomic modification order, other variables that
are not modified by itself will have non-decreasing values.

« That is, once a value is read (not necessarily the newest), values older than it
cannot be read.

15 [Note 16: The four preceding coherence requirements effectively disallow compiler reordering of atomic operations to a single ob-
ject, even if both operations are relaxed loads. This effectively makes the cache coherence guarantee provided by most hardware
available to C++ atomic operations. — end note]



Relaxed Model

« Courtesy of C++ Concurrency in Action, 2" ed. by Anthony Williams.

One pt‘)s:iihle output from this program 1s as follows:

(0,0,0),(1,0,0),(2,0,0),(3,0,0),(4,0,0),(5,7,0),(6,7,8),(7,9,8),(8,9,8),
(9,9,10)
(0,0,0),(0,1,0),(0,2,0),(1,3,5),(8,4,5),(8,5,5),(8,6,6),(8,7,9),(10,8,9),
(10,9,10)

(0,0,0),(0,0,1),(0,0,2), (0,0,3),(0,0,4),(0,0,5),(0,0,6),(0,0,7),(0,0,8),
(0,0,9)
(1,3,0),(2,3,0),(2,4,1),(3,6,4),(3,9,5),(5,10,6),(5,10,8), (5,10,10),
(9,10,10), (10,10,10)
(0,0,0),(0,0,0),(0,0,0),(6,3,7),(6,5,7),(7,7,7),(7,8,7),(8,8,7),(8,8,9),
(8,8,9)



Relaxed Model

« Relaxed model may cause very astonishing results, so it needs to
be used with extreme caution...
« Usually it either cooperates with other sync operations (like acquire-
release model)...
« Or it's used to do very simple job that only needs atomicity.

« For example, std: :shared ptr has a counter to count its copies; when all
copies are destructed, the memory is finally freed.

« We can check the shared count by .use count(), which is normally a relaxed
load since it doesn’t need to participate in synchronization.



Advanced Concurrency
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« Atomic variables

« Basic operations
« atomic_flag



Basic Operations

 We can divide atomic operations into three categories:
« Read operations;

« Write operations;
« Read-Modify-Write (RMW) operations.

« And for the most general atomic types std: :atomic<T>:

« Read operations are .load(memory order=std::memory order seq cst);
« And an operator T, which can only use seq_cst as order.

« Write operations are .store(T newObj,
memory order=std::memory order_seq_cst); Not T& or std::atomic<T>&!

* And operator=(T), which can only use seq_cst as order and returns T newObj.
« Notice that atomic types are neither copyable nor moveable.

For methods of atomic operations, if it accepts memory order, then the default parameter is
std: :memory order_seq cst; if it doesn’t accept memory order, then it just uses
std: :memory order_seq cst. We'll not repeat them in the following slides.



Read-Modify-Write

 And we also need atomic RMW operations...
« This is not same as atomic read + atomic write, since two atomic

operations are divisible. void Inc(std::atomic<int>& a)
« RMW operations are indivisible as a whole. {
for (int 1 = 8; 1 < 100008; i++)
 For example: a++; .
« Read: temp = a; Modify: temp++; Write: a = temp. at+;
« If it's divisible, two threads running Inc may still get }
value other than 200000. }

« And RMW operations are:

e .exchange(T desired, memory order) -> T: read the original value and
write desired; then return the original value.

« Actually no modification, but read & write are atomic as a whole.



Read-Modify-Write

 And a composite operation:
e .compare_exchange strong(T& expected, T desired, memory_ order success,
memory_order failure) -> bool:
« Read op: read the value v, compare it with expected;
« Modify op: no modification;
« Write op: if equal (or called success), write back desired; otherwise (failure)
write back nothing (but assign expected = v).

« Return value means success or not.
« So bit of strangely, its operation type depends on its read op:
« If failure, then it's just a load operation;
« If success, then it's RMW operation (and the whole operation is atomic).

« And thus, you can assign two memory order.

BTW such operations are generally called CAS operations (compare-and-swap / compare-and-set).
CAS is the basic operation for lock-free data structures.



Read-Modify-Write

Since RMW operations involve both read and write, the memory

order will constrain both of them.

seq_cst: both read and write use sequential consistent model.

relaxed: both read and write use relaxed model.

But for acquire-release model, acquire and release are separate...
« SO you can use std: :memory order::acq rel!

acg_rel: use acquire-release model, where read is acquire operation and
write is release operation.

acquire: read is acquire operation while write is relaxed.
release: write is release operation while read is relaxed.

« And RMW ensures that it reads the newest value in MO, and
writes the consequent result as the newest value in MO.



Read-Modify-Write

* There also exists a one-memory-order overload:

e .compare_exchange strong(T& expected, T desired, memory_ order success)
-> bool;
« Failure takes order from success, since RMW order includes read order.

Memory model for

Overloads - - - -
read-modify-write operation load operation
(1,2,5,6) success failure
e std::memory order acquire if
order is std::memory order acq rel
(3,4,7,8) order e std::memory order relaxed if

order is std::memory order_release
» otherwise order

« Notice that failure is not seq_cst by default.



. . But we notice that it's normally a bad idea to use
Rea d — M Od Ify_WrI te RMW operation to do spinlock, since write is special
in cache coherence protocol (like MESI) and harms
efficiency. Here it’s just an example.

int data = 0;

° Take Our preVIOus example: std::atomic<int> sync{0};

int data = 0;

std: :atomic<bool> syncl{ false },sync2{ false }: void thread_1(0)

{

void thread_1() data = 442; // #0

{ sync.store(l, std::memory_order_release); [/ #1
data = 442; // #0 }
syncl.store(true,std: :memory_order_release); // #1

} Can be void thread_20

rewritten as: . _

void thread_2() int expected = 1;

{ > while(!sync.compare_exchange_strong(expected, 2, // #2
while(!syncl.load(std: :memory_order_acquire)); // #2 std: :memory_order_acq_rel))
sync2.store(true,std: :memory_order_release); // #3 expected = 1; // Restore expected to compare again.

3 3

void thread_3() void thread_3(Q)

{ {
while(!sync2.load(std: :memory_order_acquire)); // #4 while(sync.load(std: :memory_order_acquire) != 2); // #4
assert(data == 442); // #5 assert(data == 442); // #5



Atomic Operations

 Note 1: atomic variables are bitwise-compared and bitwise-
written.

1. A customized operator== doesn’t affect CAS operation;

2. Particularly, for floating points, bitwise-comparison is very misleading.

« For example, -0.0 and 0.0 are not bitwise-equal.

std::atomic<float> f{ ©.0 };
float expected = -96.9;
f.compare_exchange_strong(expected, 1.9);

« When expected is -0.0, this CAS returns false; when it's 0.0, it's true.

3. To make bitwise-written reasonable, std::atomic<T> has constrainton T
— T should be trivially copyable.



Atomic Operations

 Note 2: padding bits are NOT compared since C++20.
« Before C++20, they’'re compared.
« Formally, object representation v.s. value representation.

Object Representation
A

Jiruln

char ¢ padding float f

N/

Value Representation

We'll talk about memory layout in
detail in Memory Management.



7

Atomic Operations

« Reason: padding comparison may lead to astonishing false. If you really
want to compare padding, you can manually pad as members.

« But, if it's atomic union, when different types have different value
representations (i.e. padding positions are not same), only shared padding
parts will be omitted.

 NOTICE:

1. libc++ hasn’t implemented it; libstdc++ currently implements it as DR
(i.e. since gccl3, no matter what standard you specify, only value
representation is compared).

2. For union, no matter whether types have shared padding positions, MS-
STL will only compare object representation (as of 2025/7). A simple test.



https://godbolt.org/z/z9xsnE9jn

Atomic Operations

 Note 3: there also exists .compare exchange weak(..), with
completely same parameters as .compare_exchange strong.

« The effects are also same, except that weak may fail spuriously.

« That is, it may report failure when it’s in fact equal; but when it reports
success, then it's definitely equal.

« So that in some platforms, it may be cheaper to use weak than strong.

« Normally we don’t want that spurious failure, so weak is usually used in a

loop. expected = current.load();
do {
desired = function(expected);
} while (!current.compare_exchange_weak(expected, desired));

« So when the loop body is relatively cheap, weak can be beneficial to
performance.

« But if you don’t use in loop or loop is very expensive, strong is expected.



spinlock

 Though we can implement spinlock by acqg_rel, it's very
inefficient.  The rules of spinlocks:

1. don't use spinlocks

2. if you do, make sure you spinon a .load operation

3. insert fallback strategies for when you couldn't acquire:
always pause , after a while switch to vmwazT and if it still
doesn't work, futex

« Normally we should rely on platform-dependent features.

« Like in x86, there are lots of idle instructions (PAUSE, UMWAIT, etc.) to reduce
busy-wait overhead.

« And in OS layer, we can use lots of native utilities like futex on Linux,
WaitOnAddress on Windows, etc.

« To maximize efficiency, C++20 introduces .wait() for atomics.

A brief but good article about idle instructions: ;2iFLinuxz 443 : IDLE ¥ %%



https://mp.weixin.qq.com/s?__biz=Mzg2OTc0ODAzMw==&mid=2247502695&idx=1&sn=60f6132f5f4f1d0f515cad74e83b3c63
https://mp.weixin.qq.com/s?__biz=Mzg2OTc0ODAzMw==&mid=2247502695&idx=1&sn=60f6132f5f4f1d0f515cad74e83b3c63
https://mp.weixin.qq.com/s?__biz=Mzg2OTc0ODAzMw==&mid=2247502695&idx=1&sn=60f6132f5f4f1d0f515cad74e83b3c63
https://mp.weixin.qq.com/s?__biz=Mzg2OTc0ODAzMw==&mid=2247502695&idx=1&sn=60f6132f5f4f1d0f515cad74e83b3c63
https://mp.weixin.qq.com/s?__biz=Mzg2OTc0ODAzMw==&mid=2247502695&idx=1&sn=60f6132f5f4f1d0f515cad74e83b3c63

e .wait(T old, memory order): block when .load(memory order) is
equal to old.

« Similar to condition variables:

1. You need to call .notify one() and .notify all() after modification to
waken up waiting side;
* And pay attention to possible ABA problem.
2. It may spuriously wake up and do comparison, even if not notified.
int data = 0;

® For example, agaln : std::atomic<bool> syncl{ false },sync2{ false };

int data = 0;

std::atomic<bool> syncl{ false },sync2{ false }; el e L

{
void thread_1() data = 442; // #0
{ syncl.store(true, std::memory_order_release); // #1
data = 442; // #0 syncl.notify_one();
syncl.store(true,std: :memory_order_release); // #1 }

}
void thread_2()

void thread_2() > {

{ syncl.wait(false, std::memory_order_acquire); // #2
while(!syncl.load(std: :memory_order_acquire)); // #2 sync2.store(true, std::memory_order_release); // #3
sync2.store(true,std: :memory_order_release); // #3

sync2.notify_one();
1 }

void thread_30)

( void thread_30)

while(!sync2.load(std: :memory_order_acquire)); // #4 {

assert(data == 442): /) #5 sync2.wait(false, std::memory_order_acquire); // #4

assert(data == 442); // #5



spinlock*

__std_atomic_wait_direct(

* 1 *
= 7 b

« About how .wait() is implemented, FYI.

« Windows & MS-STL: by WaitOnAddress if supported in Windows SDK;
otherwise by e.g. condition variable.

) Linux & Iibstdc+ + . template<typename _Tp, typename _ValFn>
void
#if _ glibcxx_atomic_wait // C++ >= 20 &% (linux_futex || gthread) __atomic_wait_address_v(const _Tp* _ addr, _Tp _ old,
_GLIBCXX_ALWAYS_INLINE void - _ValFn __vfn) noexcept
wait(bool _ old, { , , Memory order is
__detail::__enters_wait __w(__addr); . .
memory_order __m = memory_order_seq_cst) const noexcept . M do Wit v(_old, _vfm contained in _v-Fn.
{ } template<typename _Tp, typename _ValFn>
const __atomic_flag data_type __ v void
= _old ? __GCC_ATOMIC_TEST_AND_SET_TRUEVAL : @; M do wait v(_Tp _ old, VvalFn _ vfn)
{
std:: atomic wait_address v(& M i, v, do
. . . - {
m, this return atomic_load_n(& M_i, int(__m)); ;
— ] 1 _ _ @M1, (_m); 1; — __platform wait t  val;
¥ if (__base type:: M do spin v(__old, _ vfn, _ val))
return;
. . . . . . __base _type:: M w. M do wait(_base type:: M addr, _wval);
For article to introduce it, see Implementing C++20 atomic waiting }
in libstdc++ | Red Hat Developer. while ( detail:: atomic_compare( old, vfn()));

}


https://developers.redhat.com/articles/2022/12/06/implementing-c20-atomic-waiting-libstdc#how_can_we_implement_atomic_waiting_
https://developers.redhat.com/articles/2022/12/06/implementing-c20-atomic-waiting-libstdc#how_can_we_implement_atomic_waiting_
https://developers.redhat.com/articles/2022/12/06/implementing-c20-atomic-waiting-libstdc#how_can_we_implement_atomic_waiting_
https://developers.redhat.com/articles/2022/12/06/implementing-c20-atomic-waiting-libstdc#how_can_we_implement_atomic_waiting_

template<typename Up, typename valFn,
__default_spin_polic*

typename Spin

bool

M do_spin v(const Up& old, valrFn _ vfn,
__platform wait t& _ wval,

_spin{ })

_Spin _ spin

>

struct _ default spin_policy

{

bool

operator()() const noexcept

{ return false; }

}s

{ return]_S do_spin v( M addr, _ old, vfn, wval, spin);m=

template<typename Pred,

typename Spin =  default spin policy>

’Eemplate<typename _Up, typename _ValFn,

typename Spin =  default spin policy>
static bool

S do _spin v(_platform wait t*  addr,

bool const Up& old, valfFn _ vfn,
__atomic_spin(_Pred& _ pred, _Spin _ spin = _Spin{ }) noexcept platform wait t& val,
{ . . . .
Spin _ spin = Spin
for (auto i =@; i < atomic spin count; ++ 1) Spln fo.r . P —P Spint })
{ __atomic_spin {
if (__pred()) _count times auto const  pred = [=]
return true; { return 1__detail::_atomic_compare(__old, _ vfn()); };
- - . - A\Y n H
W< sronic spin conpprelax) Relax” first if constexpr (__platform_wait_uses_type<_Up>)
__detail::__thread_relax(); - - - - -
else < {
__detail:: thread yield(); __builtin memcpy(& wval, & old, sizeof( wval));
} ¥
else
while (_ spin()) (
{ false directly, so _
if (__pred()) this part is jumped. __atomic_load(_ addr, & wval, _ ATOMIC ACQUIRE);
return true; }
¥ return __atomic_spin(__pred, _ spin);
}

return false; inline constexpr auto _ atomic _spin count relax = 12;

inline constexpr auto _ atomic_spin_count = 16;



P . struct _ waiter _pool : _ waiter_pool base
inline void

thread yield() noexcept { .
- void
. { . . _M do wait(const _ platform wait t* addr, _ platform wait t old) noexcept
#if defined GLIBCXX HAS GTHREADS && defined GLIBCXX USE SCHED YIELD {
__gthread yield(); #ifdef GLIBCXX HAVE PLATFORM WATT
#endif __platform wait(__addr, _ old);
1 #else
__platform_wait_t _ val;
nli d __atomic_load(__addr, & wval, __ ATOMIC_SEQ_CST);
inline voi
if (__val == _ old)
__thread relax() noexcept {
{ lock_guard<mutex> _ 1(_M mtx);
#if defined _ 1386 || defined _ x86 64 __atomic_load(__addr, & val, _ ATOMIC_RELAXED);
__builtin_ia32 pause(); By e.g. PAUSE if (_val == _ old)
1 ] 2 M cv.wait( M mtx);
#else instruction. ,
thread yield(); .
— — #endif // _ GLIBCXX HAVE_PLATFORM_WAILT
#endif
1
¥ ¥
template<typename Tp>
B void
. Y __platform wait(const Tp* addr,  platform wait t _ val) noexcept
utex (
auto e = syscall (SYS_futex, static cast<const void*>(__ addr),
> static_cast<int»(__futex_wait_flags:: wait_private),

__val, nullptr);
if (! _e || errno == EAGAIN)
return;
if (errno != EINTR)

__throw_system_error(errno);



Lock-free?

« Finally, usually the reason we use atomic variables instead of
lock is that they’re more efficient.
« But are atomic variables really lock-free?

* No, not necessary...
« C++ does NOT regulate that atomic variables should be lock-free.

« Common platforms will support small types like integers to be lock-free by
atomic instructions in ISA;
« But if you use a very large struct, then no atomic instruction can do that!

« Or if your platform only supports very weak ISA, then even not all atomic
integers are lock-free...

« Instead, C++ provides interface to check whether it's lock-free.

For non-lock-free atomic types, you may need to link additional libraries; like in gcc and clang you
need -latomic.



Lock-free?

A constexpr static boolean: std::atomic<T>::is always lock free;
only when on the current platform std: :atomic<T> is definitely lock-free
will it be true.

« A normal function: .is lock free(); some lock-free types may be only
determined in runtime (e.g. when its address are over-aligned).

« C++20 adds some aliases that are guaranteed to be lock-free:

Aliases for special-purpose types

a signed integral atomic type that is lock-free and for which waiting/notifying
atomic_signed _lock_free(c++20) is most efficient
(typedef)

an unsigned integral atomic type that is lock-free and for which
atomic_unsigned_lock_free (c++20) waiting/notifying is most efficient

(typedef)
Note: std::atomic_intAN_t, std::atomic_uintN_t, std::atomic_intptr_t, and std::atomic_uintptr_t are defined
if and only if std::intN_t, std::uintMN_t, std::intptr_t, and std::uintptr_t are defined, respectively.
std::atomic_signed lock free and std::atomic_unsigned_ lock free are optional in freestanding ,
. — — - - - - (since C++20)
implementations.

1. T Support for always lock-free integral atomic types and presence of type aliases std: :atomic _signed lock free and
std::atomic_unsigned lock free are implementation-defined in a freestanding implementation.(since C++20)



atomic_flag

« Besides, C++ standard requlates a special type to be definitely
lock-free: std::atomic_flag.

« It's similar to std::atomic<bool>, but the latter is not regulated to be lock-
free.

And since its value is either true or false, methods are renamed directly.
Read op:
* .test(memory order), since C++20.
Write op:
e .clear(memory order): set to false.
RMW op:
« .test and set(memory order): set to true and return the previous test result.

Spinlock:
 .wait(bool old, memory order), .notify one(), .notify all(), since C++20.



atomic_flag

std::atomic_flag::atomic_flag
Defined in header <atomic>

 And for ctor:

(since C++11)
(1) (until C++20)
constexpr atomic_flag() noexcept; (since C++20)

atomic_flag() noexcept = default;

atomic_flag( const atomic_flag& ) = delete; (2)  (since C++11)

Constructs a new std: :atomic_flag.

1) Trivial default constructor, initializes std: :atomic_flag to unspecified state. (until C++20)

1) Initializes std: :atomic_flag to clear state. (since C++20)

2) The copy constructor is deleted; std: :atomic_flag is not copyable.

In addition, std::atomic_flag can be value-initialized to clear state with the expression ATOMIC_FLAG_INIT. For an

atomic_flag with static storage duration, this guarantees static initialization: the flag can be used in constructors of
Before C++20 static objects.

ATOMIC_FLAG_INIT

Defined in header <atomic>
#define ATOMIC_FLAG_INIT /* implementation-defined */ (since C++11)

Defines the initializer which can be used to initialize std: :atomic_flag to clear (false) state in the form
std::atomic_flag v = ATOMIC_FLAG_INIT;|. It is unspecified if it can be used with other initialization contexts.

If the flag has is a complete object with static storage duration, this initialization is static.

This is the only way to initialize std: :atomic_flag to a definite value: the value held after any other (until C++20)
initialization is unspecified.

This macro is no longer needed since default constructor of std: :atomic_flag initializes it to clear state. It .
. L . = (since C++20)
is kept for the compatibility with C.



Advanced Concurrency

« Atomic variables

« Specializations
« atomic_ref



Specializations

« Some atomic types are specialized to provide more convenient
methods; we list them here.

o Integers: » The character types char, char8_t(since C++20), charl6_t, char32_t, and wchar_t;

» The standard signed integer types: signed char, short, int, long, and long long;

» The standard unsigned integer types: unsigned char, unsigned short, unsigned int, unsigned long, and
unsigned long long;

* Any additional integral types needed by the typedefs in the header <cstdint>.

* Floating points (since C++20):

When instantiated with one of the cv-unqualified floating-point types (float, double, long double and cv-
unqualified extended floating-point types(since C++23)), std: :atomic provides additional atomic operations

« And raw pointers. = Member types

Type Definition
value_type T (regardless of whether specialized or not)
value_type (only for atomic<Integral> and atomic<Floating>(since C++20) specializations)

difference typelll :
std::ptrdiff_t (only for std: :atomic<U*> specializations)



Specializations

* They just add common RMW operators and corresponding
function overloads (to provide memory order).
- Operators: +=, -=, ++, --, &=, |=, "=;
« But they do NOT return *this; except for postfix ++, they return the new value
(i.e. the stored value).

« Functions: fetch xxx, i.e. fetch_add/sub/and/or/xor(T, memory_order).
« And they return the original value.

« And another two functions since C++426: fetch_max/min(T, mo), which
writes maximum/minimum value back.

* Floating points only provide +=, -=, add, sub;
« Pointers only provide +=, -=, ++, --, add, sub, max, min;



Specializations

 Note 1: since C++20, there also exist specializations for
std::shared _ptr and std::weak ptr, and we’ll talk about them in

Memory Management.

* Note 2: atomic pointers do NOT mean you access underlying
objects atomically; they mean pointer themselves are atomic.
« And that’s why there are no operator* and operator-> for atomic pointers.
« Since C++20, std::atomic_ref is introduced for that atomic access.



atomic ref

« An example adjusted from
C++20 the Complete Guide by
Nicolai. M. Josuttis.

« Most of methods in
std::atomic ref<T> are same as
std::atomic<T> as if operating on
it directly.

« So not listed again.

rarray< , 1000> values;
::fill_n(values.begin(), values.size(), 100);

allstopSource;
allStopToken{ allStopSource.get _token() ]}

> threads;
< 95 ++1)

threads.push_back(std:: {
[&values] (std::st ) {
while (!st.stop_requested())

stdrzsiz idx = GetRandomIndex(values.size());
std:: iC. val{ values[idx] };

nhewVal --val;
if (newval <= 0)

std::println("index {} is zero",

s
}
}s

allStopToken

1
J

allStopSource.request_stop();



atomic ref

1. To denote const reference, you can use std::atomic_ref<const
T>; then write operations will be disabled.

e const std::atomic_ref<T> is shallow const; as reference itself is already
const, this shallow const does nothing.
2. When an object is accessed by std::atomic_ref, you shouldn’t
access it by normal reference and pointers to avoid data races.

« And of course, you need to ensure the lifetime of referenced object doesn’t
end (i.e. not dangling reference).

« And different std: :atomic_ref shouldn’t overlap. Formally:

through those atomic_ref instances. No subobject of the object referenced by
atomic_ref shall be concurrently referenced by any other atomic_ref object.




atomic ref

3. And some unigue members:
« Data members:

e static constexpr std::size t required alignment, the referenced object
should align with required alignment; otherwise UB.

« Methods:

* .address(): since C++26, returning pointer to the referenced object.
« copy ctor: reference the same object as another std: :atomic_ref.
« But it's not copy assignable.

4. Even if std::atomic<T> is lock free, std::atomic ref<T> may
not be lock free; their implementations are different.



Advanced Concurrency

Advanced Memory Order



Advanced Concurrency

 Advanced Memory Order
« Release Sequence



Release Sequence

« Observe code below:

std: :vector<int> items; void cConsumer()
std::atomic<int> readySize{0}; {
while (true)
void Producer() {
{ int idx = readySize.fetch_sub(l, std::memory_order_acquire); // #2

if (idx <= 0) {

int size = 10; . .
wait_for_random_time();

for (int 1 = 0; 1 < size; i++)

. . continue;
items. push_back(i); // #0 )
readySize.store(10, std::memory_order_release); // #1 o |
¥ int item = items[idx - 11; // #3
Process(item);
¥



Release Sequence

« Assuming that there is only one producer and one consumer,
then it's definitely correct.

« If producer is not ready, then consumer will wait;
« The first time idx > 0, it means that #2 read value from #1 and thus
SW(#1, #2).
« And SB(#0, #1), SB(#2, #3), thus HB(#0, #3).

« That is, when the consumer extracts a value, it's guaranteed that the producer
has already stored it, which ensures correctness.

« And for following fetch sub, since they're performed in the same thread,
SB makes it still correct.

« But, what about one producer + two consumers?



void consumer ()

{
while (true)

{

int idx = readySize.fetch_sub(1l, std::memory_order_acquire); // #2
elease sequence it Clox < 0

wait_for_random_time();
continue;

¥

else {

 For the consumer that first sees int item = items[idx - 11; // #3
idx > o, it's still correct (as we | FrocessCiten:
analyzed before). }

}
« But for the second consumer, #2, reads value from write in #2;.

- But write in #2, is relaxed, so there is no SW(#2,, #2,);
« Thus, we cannot conclude HB(#0, #3,)...
« That is, when the second consumer extracts a value, it's NOT guaranteed
that the producer has already stored it.
« To solve it, we can use acq_rel instead of acquire;

« But we've said that acquire only introduces one-way barrier, while acq_rel
will introduce two-way barrier, which harms optimization.



Release Sequence

 To overcome this counter-intuitive result, C++ introduces
release sequence.

> A release sequence headed by a release operation A on an atomic object M is a maximal contiguous sub-sequence of
side effects in the modification order of M, where the first operation is A, and every subsequent operation is an atomic

read-modify-write operation. [intro.multithread]

2 An atomic operation A that performs a release operation on an atomic object M synchronizes with an atomic operation
B that performs an acquire operation on M and takes its value from any side effect in the release sequence headed by

A. [atomics]

- In other words, the release operation can be maintained through a
continuous bunch of RMW operations (no matter what memory order they
have), as long as there are no other new modifications kick in.

« In our example, this means SW(#1, #2,) is thus guaranteed.


https://eel.is/c++draft/atomics#order-2
https://eel.is/c++draft/intro.multithread#intro.races-5
https://eel.is/c++draft/intro.multithread#intro.races-5
https://eel.is/c++draft/intro.multithread#intro.races-5

Release Sequence

* This is slightly weaker than acqg rel.
 If we use acq_rel, we can conclude SW(#2,, #2,) and thus infer HB(#1,

#2.).

- But by release sequence, we can only conclude SW(#1, #2,); there is no
HB relationship between #2; and #2,.

« Take our previous example, again:

int data = O;
std::atomic<int> sync{0};

void thread_1(Q)

{

data = 442;
sync.store(l, std::memory_order_release);

void thread 20 Can we weaken this
¢ order to relaxed?

int expected = 1;
while(!sync.compare_exchange_strong(expected, 2, // #2

std: :memory_order_acq_rel))

expected = 1; // Restore expected to compare again.

}
// #¥0
/] #1 void thread_30)
{
while(sync.load(std: :memory_order_acquire) '= 2); // #4
assert(data == 442); // #5



int data = 0;
std::atomic<int> sync{0};

void thread_10)

Release Sequence ...

sync.store(l, std::memory_order_release); /) #L

3

* Yes, #1 + #2 is a release sequence, and thus SW(#1, #4).
« With SB(#0, #1) and SB(#4, #5), we thus know HB(#0, #5), which

means assert never fire. void thread_2()
: . {
« But code right is incorrect: int expected = 1;
o Since there iS no SW(#]. #2) while(!sync.compare_exchange_strong(expected, 2, // #2
’ f ! d:: _order_reT d
thus we don’t know HB(#1, #6), o std: memory_order_relaxed))
expected = 1; // Restore expected to compare again.

and thus no HB(#0, #6). e — 51 // 6

 And we say that two non-atomic
operations that have no HB relationship will cause data races.

« Thus, #6 is UB.

« If we use acqg_rel here, then from SW(#1, #2) we know HB(#0,
#6), then it's correct.



Release Sequence before C++20%*

* This part is optional.

« Actually before C++420, release sequence can have more
com pOnentS: Release sequence

After a release operation A is performed on an atomic object M, the longest continuous subsequence of the modification
order of M that consists of:

1) Writes performed by the same thread that performed A. (until C++20)

2) Atomic read-modify-write operations made to M by any thread.

Is known as release sequence headed by A.

 And C++20 weakens release sequence; but why do C++11 introduce it

while C++20 delete it? .., _ .. void thread_2()
.. —_ i {
. . std::atomic<int> x{0};
i COﬂSlder COde rlght: if (x.load(std::memory_order_acquire) == 3) // #4
void thread_1() assert(y == 1); // #5
{ ¥
y = 1; // #1

X.store(l, std::memory_order_release); // #2
X.store(3, std::memory_order_relaxed); // #3



int y = 0;
std: :atomic<int> x{0}; void thread_2()

{
on el L e if (x.load(std::memory_order_acquire) == 3) // #4

Re I ea Se S{ y = 1; /) #1 assert(y == 1); // #5

X.store(l, std::memory_order_release); // #2
X.store(3, std::memory_order_relaxed); // #3

}

« We know that to execute #5, #4 needs to be true, which means
that #4 needs to load value from #3.

« But #3 is a relaxed store, thus there is no SW relationship, and thus we
cannot infer HB(#1, #5).

« So here #5 has data races with #1.

« But intuitively, since SB(#2, #3) and #2 is release operation, it’s
“natural” to think SW(#2, #4).

« Thus, C++11 regulates that following writes in the same thread are also
part of release sequence.

« However, this is not natural at allti. 2] ..

[1]: Common Compiler Optimisations are Invalid in the C11 Memory Model and what we can do about it | POPL'15, Viktor et.al.
[2]: PO982R1: Weaken release sequences



https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2018/p0982r1.html

Release Sequence before C++420%*

int y = 0;

« We may introduce a new thread:

o If #6 Kkicks in between #2 and #3
in modification order of x...

« Then this release sequence is
destroyed and suddenly #5 has
data races with #1 again.

* This is counter-intuitive again
and will make program buggy.

« That is, the relaxed order, which
should not be engaged in any SW
relationship, weirdly corrupts other
HB relationship.

std::atomic<int> x{0};

void thread_1()

{

}

y = 1;
X.store(l, std:
X.store(3, std:

void thread_2()

{

}

if (x.load(std:
assert(y ==

// #1
memory_order_release); // #2
memory_order_relaxed); // #3

memory_order_acquire) == 3) // #4

1); // #5

void thread_3(0)

{

}

X.store(2, std:

:memory_order_relaxed); // #6




Release Sequence before C++420%*

« TWo ways to solve that:

« [1], as an academic paper, proposes a very complex way to strengthen the
memory model to make release sequence still valid;

« [2], as a C++ proposal, proposes to minimize changes and thus weaken
release sequence by cancelling the first rule.

Release sequence

After a release operation A is performed on an atomic object M, the longest continuous subsequence of the modification
order of M that consists of:

1) Writes performed by the same thread that performed A. (until C++20)
2) Atomic read-modify-write operations made to M by any thread.

Is known as release sequence headed by A.

« This means even if there is no thread 3, code has data races (as we reason
before that HB(#1, #5) doesn’t hold water).

[1]: Common Compiler Optimisations are Invalid in the C11 Memory Model and what we can do about it | POPL'15, Viktor et.al.
[2]: PO982R1: Weaken release sequences



https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://people.mpi-sws.org/~viktor/papers/popl2015-c11comp.pdf
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2018/p0982r1.html
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Out-of-thin-air Problem

 We've said relaxed model can cause astonishing results:
« Here r1l == 42 && r2 == 42 is possible. veid ready_then write x(int& ri)

{
° Then What abOUt COde below? rl = y.load(std: :memory_order_relaxed); // #1
X.store(rl, std::memory_order_relaxed); // #2
rl = y.load(std: :memory_order_relaxed); 3
if (rl == 42)
X.store(rl, std::memory order_relaxed); void read_x_then_write_y(int& r2)
{
|_'2 = X.load(std: :memory_order_relaxed); r2 = x.load(std: :memory_order_relaxed); // #3
if (r2 == 42) y.store(42, std::memory_order_relaxed); // #4
y.store(42, std::memory order_relaxed); 3

« We only add two if without any new atomic operations, which
should not affect any HB order, and theoretically r1 == 42 && r2
== 42 is still a valid solution.



Out-of-thin-air Problem

« Reasoning process is same as we point out before:

« Remember our effect rules?

« For atomic variables, if B doesn’t happen before A, then effects of A may
be visible to B (as long as there are no effects after A take place).

« So here #1 doesn’t happen before #4, then effects of #4 can be read by
#1 so rl == 42 can be true.

« And #1 happens before #2, so x can store 42.

« And #3 doesn’t happen before #2, then effects of #2 can be read by #3
SO r2 == 42 can be true.

« However, this outcome is contradictory with logical causality (&

RiE)



rl = y.load(std: :memory_order_relaxed);
if (rl == 42)
x.store(rl, std::memory_order_relaxed);

Out-of-thin-air Problem

r2 = x.load(std::memory order_relaxed);
if (r2 == 42)
y.store(42, std::memory order_relaxed);

« The logical preconditions are as follows (= means “requires”):

o #2 store happens > rl == 42 -5 #1 loads 42 - #4 store happens > r2
== 42 > #3 loads 42 > #2 store happens.

« So the precondition to make #2 happen, is that #2 has already happened.
« This is logical fallacy, i.e. begging the question ({E¥ituE, BIBITRIRERIE
i, HEHERIER. )
] rl = y.load(std: :memory order_relaxed);
° Compared with our normal examPIE: x.store(rl, std::memory order_ relaxed);
« #2 store happen have NO precondition.

r2 = x.load(std: :memory_ order_relaxed);
y.store(42, std::memory order_relaxed);

« Such logical fallacy is called “out-of-thin-air problem” in relaxed
order; rl1 == 42 && r2 == 42 comes from nowhere but it’s

allowed by theoretical model.


https://en.wikipedia.org/wiki/Begging_the_question

Out-of-thin-air Problem SR EmE T

y = rl; X = r2;

« If we allow it to happen, a scary example will be right too:
« Initially x == 0 & y == 0, we can still get r1 == 42 && r2 == 42.
« Because we can “assume” that rl1 loads 42, and then we find that x == 42

Q& y == 42 & & rl == 42 && r2 == 42 is a valid and consistent solution.

« Again, we beg the question...

 However, these problems are still under investigation in academy:

1.
2.

How can we describe out-of-thin-air problem in current model?

How can compilers detect out-of-thin-air problem?

« Currently we can only describe it by data dependency, which is almost not
trackable in complex program.

How can we avoid out-of-thin-air problem in the most efficient way?

An Initial Study of Two Approaches to Eliminating Out-of-Thin-Air Results is a good academic survey for this.



https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h
https://escholarship.org/content/qt2vm546k1/qt2vm546k1.pdf?t=po904h

« Of course, lots of academic work tries to solve them with
different approaches...

« And before a widely-accepted model & description is proposed, C++
standard chooses the most conservative way to state it:

8 Implementations should ensure that no “out-of-thin-air” values are computed that circularly depend on their own

computation.

[Note 5: For example, with x and y

// Thread 1:
rl = y.load(memory_order:
x.store(rl, memory_order:

// Thread 2:
r2 = x.load(memory_order:
y.store(r2, memory_order:

:relaxed);
:relaxed);

initially zero, And since out-of-thin-air problem is not well-
defined now, we only assert that no processor
will do operations that violate causality.

:relaxed);
:relaxed);

this recommendation discourages producing r1 == 12 == 42, since the store of 42 to y is only possible if the store to x stores 42,
which circularly depends on the store to y storing 42. Note that without this restriction, such an execution is possible. — end note]

9 [Note 6: The recommendation similarly disallows xr1 == r2 == 42 in the following example, with x and y again initially zero:

// Thread 1:
rl = x.load(memory_order::
if (rl == 42) y.store(42,

// Thread 2:
r2 = y.load(memory_order::
if (xr2 == 42) x.store(42,

— end note]

relaxed);
memory_order: :relaxed);

relaxed);
memory_order: :relaxed);
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Memory Model Conflict

« We've said that sequential consistent model ensures total order,
while acquire-release & relaxed model doesn't.
 What if we mix their operations?
« For examplell 21;

x.store(l, std::memory order_seq_cst);
y.store(l, std::memory order_release);

rl = y.fetch add(1l, std::memory order _seq cst);
r2 = y.load(std: :memory order_relaxed) ;

y.store(3, std::memory order_seq_cst);
r3 = x.load(std: :memory_order_seq_cst);

 Initial value of x and y are both 0, can rl == 1 & r2 == 3 && r3 == 07

[1]: Repairing sequential consistency in C/C++11 | PLDI'17, Lahav et.al.
[2]: PO668R5: Revising the C++ memory model



https://dl.acm.org/doi/10.1145/3062341.3062352
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2018/p0668r5.html

x.store(l, std::memory order_seq cst);

y.store(1l, std::memory order_release);

M e I I lo ry M Od e I CO rl = y.fetch_add(1l, std::memory_order_seq_cst);
r2 = y.load(std: :memory_order_relaxed);

y.store(3, std::memory order_seq cst);

In seq_cst total order: r3 = x.load(std: :memory order seq cst);

« Tomakerl == 1 & r2 == 3, Cneeds toready == 1 but D needs to read
y == 3 and thus in total order C 2 E.

« If E > C, then D can never get 3.

B is not seq_cst operation so B &> C is not among total order.
« To make r3 == 0, F needs to read x == 0 and thus in total order F = A.
« And we know that SB restricts total order E > F.

« S0 in seq_cst model, such result just needs total order C > E > F 2 A.

« While in HB relationship...
« We first note that in SW relationship, seq_cst is equivalent to acq_rel.



x.store(l, std::memory order_seq cst);
y.store(1l, std::memory order_release);

Memory Model Co-

y.store(3, std::memory order_seq cst);
« We onIy know: r3 = x.load(std: :memory order_seq cst);

« SW(Init_x, F), SB(A, B), SB(C, D), SB(E, F).

« To make r1 == 1, C reads value from B and thus SW(B, C).
« Thus HB(A, B, C, D).

 To make r2 == 3, as long as HB(D, E) is not true.
 And there is no way to deduce it's true, and thus it's Okay.

« So in different angles of views, we seem to get contradictory
results:
 In total order, C> E> F > A;
- In HB order, HB(A, B, C, D).

« Before C++20, it's regulated HB order should be consistent with
total order, i.e. r1 == 1 & r2 == 3 & & r3 == 0 is impossible.

y.fetch _add(1l, std::memory order_seq cst);
y.load(std: :memory order_relaxed);



Memory Model Conflict

 However, Power and ARM allow it (especially Power)...

« To maximize optimization, instead of fixing compilers, the C++20 standard
is thus revised to allow such contradiction.

 Formally, only strongly-happens-before relationship should
obey total order.

1) A is sequenced-before B.
2) A synchronizes with B, and both A and B are sequentially consistent atomic operations.
3) A is sequenced-before X, X simply(until c++26) happens-beforeY, and Y is sequenced-before B.

4) A strongly happens-before X, and X strongly happens-before B.

« In our example, SW(B, C) are not all seq_cst atomic operations, and thus
SHB(A, B, C, D) is not true.
« We can only assert SHB(A, D), since SB(A, B) && HB(B, C) && SB(C, D); but
since D is not seq_cst, SHB(A, D) is still not involved in total order.



Happens-before Revision*

C++11

Happens-before

Include (same
if no consume
operation)

Strongly-Happens-
before

Total order

C++20

Happens-before g

Include (same
if no consume
operation)

Simply-Happens- .

before

Include

Strongly-Happens-
before

I________J

Total order

C++26
Consume operations

_____ are deprecated.

................ Happens—before

Include

Strongly-Happens-

No need
to obey
(like in
Power)

before

Total order

What we teach is based on C++26; and since consume operations are never implemented,
it can also be seen as based on C++20.
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Fence

« Sometimes we want to synchronize without an explicit atomic
variable...
« And fence, as a global barrier, is for that!
e std::atomic_thread fence(memory order).

« It somehow imposes memory order globally:
« For a release fence, as if adding release order for following atomic writes.
« BUT the relationship is just SW from fence.
« For an acquire fence, as if adding acquire order for previous atomic reads.
« BUT the relationship is just SW from fence.
® SpeCIflca”y: Depending on the value of the order parameter, the effects of this call are:

* When order == std::memory_order_relaxed , there are no effects.

e When order == std::memory order_acquire or order == std::memory order consume , is an acquire fence.
e When order == std::memory_order_release, is a release fence.

e When order == std::memory_order_acqg_rel , is both a release fence and an acquire fence.

e When order == std::memory_order_seq_cst , is a sequentially-consistent ordering acquire fence and release

fence.



Fence

« For example:

« When #3 is true, it reads
value from #2;

« And we say #3 is “as if”
an acquire operation since
it's atomic read before
acquire fence...

« So then SW relationship
is established.

« And SW starts from fence...
 Thus it's SW(#2, #4), not
SW(#2, #3).
« So HB(#1, #5), then it's
safe for this read.

constexpr int num_mailboxes = 32;
std::atomic<bool> mailbox_receiver[num_mailboxes]{};
std::string mailbox_data[num_mailboxes];

void writer(int i)

{
mailbox_data[i] = compute(i); // #1
mailbox_receiver[i].store(true, std::memory_order_release); // #2

}

void Reader()

{
for (int i = 0; i < num_mailboxes; ++i)
{
if (std::mailbox_receiver[i].Toad(std: :memory_order_relaxed)) // #3
{
std::atomic_thread_fence(std: :memory_order_acquire); // #4
do_work (mailbox_datal[i]); // #5
}
}
}
int main(Q
{

std::jthread writer_threads[num_mailboxes];
for (int i = 0; i < num_mailboxes:; i++)

{
writer_threads[i] = std::jthread{ writer, i };
}
std::jthread reader_thread{ Reader };
return O;



Fence

Is it still correct if we swap ;

void Reader()

{
for (int i = 0; i < num_mailboxes; ++i)
{
if (std::mailbox_receiver[i].load(std::memory_order_relaxed)) // #3
{
do_work(mailbox_data[i]); // #5
std::atomic_thread_fence(std: :memory_order_acquire); // #4
}

#4 and #57 ;
* No, since SW(#2, #4) doesn’t imply HB(#1, #5) then.

So we can see that fence strengthens atomic operations globally,

which also incurs higher overhead.

Formally:

2 A release fence A synchronizes with an acquire fence B if there exist atomic operations X and Y, both operating on
some atomic object M, such that A is sequenced before X, X modifies M, Yis sequenced before B, and Yreads the value
written by X or a value written by any side effect in the hypothetical release sequence X would head if it were a release
operation.

A release fence A synchronizes with an atomic operation B that performs an acquire operation on an atomic object M
if there exists an atomic operation X such that A is sequenced before X, X modifies M, and B reads the value written by
X or a value written by any side effect in the hypothetical release sequence Xwould head if it were a release operation.

4 An atomic operation A that is a release operation on an atomic object M synchronizes with an acquire fence B if there

exists some atomic operation X on M such that X is sequenced before B and reads the value written by A or a value
written by any side effect in the release sequence headed by A.




std:
std:

-atomic<int> arr[3] = {-1, -1, -1};
:string datal[l000];

Fence

{

 Another example:

o If #6 is true, then #4
reads value from #3;

- And #4 is atomic read ,
before acquire fence,
#3 is atomic write
after release fence. {

« So “as if” #3 is release
operation, #4 is acquire
operation.

 Thus SW relationship
from fence is established.

« Then SW(#2, #5), and

thus HB(#1, #7), so
#7 is safe to read.

data[vO] = computation(vO);
data[vl] = computation(vl);
data[v2] = computation(v2);

std::atomic_thread fence(std::memory order release);

std::atomic_store explicit(&arr[0@], vO, std::memory order relaxed);
std::atomic_store explicit(&arr[l], vl1, std::memory order relaxed);
std::atomic_store explicit(&arr[2], v2, std::memory order_relaxed);

void ThreadB()

int vO = std::atomic_load explicit(&arr[0], std::memory order_relaxed);
int vl = std::atomic_load explicit(&arr[l], std::memory order_relaxed);
int v2 = std::atomic_load explicit(&arr[2], std::memory order_relaxed);

std::atomic_thread fence(std::memory order_acquire);

f (vo 1= -1)
print(datal[vo]);

if (vl '= -1)
print(datalvl]);

if (v2 '= -1)
print(datalv2]);

-

#1

#2
#3

#4

#5

#6
#7
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Coroutine

 We know that threads are competitive execution context.
« They won't suspend until schedulers force them by interruption.

 But sometimes, instruction streams cooperate with each other.
« That is, they suspend and switch to other streams voluntarily.
« This is coroutine (cooperative routine).

« Coroutines define a set of suspension points;

« When execution streams reach a suspension point, they will transfer
rights to other coroutines;

« Execution will be restored when other coroutines transfer rights back.
« Just like a state machine!



code data files

registers ||| registers ||| registers

Coroutine category

 And there are two ways to implement coroutine... ; ; ;‘_'
 Stackful coroutines, or fiber® (F#kihiE / =)

° Recap: thread model. multithreaded process

« Each thread has its own registers and stack; context switch
saves old registers and loads new registers in kernel space.

« Similarly, stackful coroutines have their own registers and stack.
« And suspension point just saves & loads registers voluntarily in user space.

« Stackless coroutine (L% E)
« The state is explicitly allocated in some space;
« Thus registers don't represent its state and there is no need to save them.

« They will just occupy stack of current thread, instead of allocating a new
stack.

*: Sometimes fiber refers to user-space threads, which is still competitive instead of cooperative.




Ite

int MyCoroutine(int arg) void Test()
{ {
yield arg + 1; // suspends auto coro = GenerateMyCoroutine(l);
- yield arg + 2; // suspends auto m0 = coro(Q); // 2
O rO u I n e } auto ml = coro(); // 3
3
struct Context
{
° T std::byte* stackBase = new std::byte[STACK_SIZE];
A Very nalve example (pseLIdOCOde) " std::byte* stackPtr = stackBase + STACK_SIZE;
void* instructionPtr = &MyCoroutineImpl;
uinté4_t registers[16];
int* result = new int;
. | |
For stackful coroutine: oid et O
« coro is just Context; /7L ser Jumprback addresss 1/
/* 2. Resume registers... */
- Resume: restore ins. pointer, restore L) G
. . e asm__ __volatile__(
StaCk pOInter[ reStore reQISterS- "movq %%rsp, %0\n\t" "movq %%rbp, %1\n\t" "movq %%rip, %2\n\t"
. - - : "=m"(stackPtr), "=m"(stackBase), "=m"(instructionPtr)
« Suspend: set result, save ins. pointer, ).
save stack pointer, save registers. 77 Resumption ends ——---———-
// --- Processor just runs normally by %rip, and jumps back... ---
void MyCoroutineImpl(Context& context) YA suspension begins —---------
{ /* 4. Save registers... ¥/
int temp = arg + 1; < // 5. Save contexts (assuming %rax stores next resume address).
*context.result = temp; —asm__ __volatile__(
return: // jump back by return "movq %0, %%rsp\n\t" "movq %1, %%rbp\n\t" "movq %2, %%rax\n\t"
- - : "=m"(stackPtr), "=m'"(stackBase), "=m"(instructionPtr)
int temp2 = arg + 2; y:
*context.result = temp2;
return; return result;
3




struct Context

Coroutine :

int arg; // internal variables.
int label = 0;

};
« For stackless coroutine, we can | _
. . void MyCoroutineImpl(Context& context)
rewrite without any assembly. ;
« Any variable with lifetime that spans switch(context. label)
over suspension point will be saved { i
in context. case 0: goto labelO;
. . ) 1: labell;
» It's just like a normal function call, N ?DEEPD: ztd::mnﬁme_ermr{
so it uses stack of caller. 1
Tabel0:
context. label = 1;
- C++ adopts stackless coroutine | et cemesan b
for zero-overhead abstraction. context. Tabel = 2:
« But there also exists PO876 for fiber. ST SRR - L



http://wg21.link/P0876
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Task MyCoroutine( max )

. £
= Coroutine interface std::println("CORO {} start", max);
COrOUtlne . . for ( val = 1; val <= max; ++val) {
Suspension point std::println("corO {} / {}", val, max);
co_await std::suspend_always{};
« To use coroutine in C++, we need to : |
! std: :println("CORO {} end", max);

define a function with CO_await, co_return;
co_yield or co_return.

co_return; can be omitted here.

« For caller, it gets coroutine interface naife
from d Cc_)rO_Utlne' rask task = MyCoroutine(3);
« Coroutine interface needs to encapsulate std: :printin("coro() started"):
underlying details, and provides APIs while (task.Resume()) {

to manipulate coroutine. Srarrcams

start

/3
suspended

/ 3

std::printiln("coro() suspended");

}
std: :printiln("coro() done");

suspended
/ 3
suspended
end
done




Declare first to use in
pe; template parameter.

Coroutine

y dle = std::coroutine handle<promise type>;
ile coroHandle_;

« SO0 how is a coroutine interface defined? ' ) : coroHandle_{

« It should have a std: :coroutine_handle (defined in <coroutine>) as data
member, which already represents high-level abstraction of a coroutine.

 Then it needs to define promise type, which customizes the behavior of a

coroutine.
* Roughly speaking, a coroutine e
will be translated to: (
// Contains: return Task{ CoroHandle::from_promise(* I

// 1. promise; 2. variables that span lifetime over
// suspension points, including parameters.

Lways initial_suspend() { return {}; }

struct coroutine_frame { ... }; AN :
return_void() {}
T some_coroutine(Params... params) unhandled_exception() { std::terminate(); }
{ Copy coroutine params to coroutine frame first, : :suspend_always final_suspend() { return {}; }

auto f = new coroutine_frame{std::forward<Params>(parafis)...};
auto returnobject = f->promise.get_return_object();

/* Resume the coroutine, omitted temporarily. */

return returnobject;



Coroutine

e std::coroutine handle exposes several operations:

Observers

checks if the coroutine has completed
(public member function)

checks if the handle represents a coroutine
(public member function)

done

operator bool

Control
operator() resumes execution of the coroutine
resume (public member function)
destroys a coroutine
destroy y

(public member function)

Promise Access

; . access the promise of a coroutine
Promls_e on the promise (public member function)
coroutine frame can creates a coroutine_handle from the promise object of a coroutine

from_promlse [static] (public static member function)

be used to get the
handle, and vice versa.

using HandleType = std::coroutine_handle<decltype(f->promise)>;

/* Resume the coroutine, omitted temporarily. */ EC]UIV. to HandleType: : from_promise (F->promise) . resume () :

return returnobject; .
return r*etur*nobject;



Coroutine

 And then, the function body of the coroutine is treated as below:

rask MyCoroutine(

std::println("CORO {} start", Y
for ( val = 1; val <= max; ++val) {
std::printiln("CcorO {} / {}", val, max);

co_await std::suspend_always{};
}
std: :println("CcorO {} end", )
co_return;

Let’s see what happens step by step...

{
promise-type promise promise-constructor-arguments ;
try {
co_await promise.initial_suspend() ;
function-body |
} catch ( ... ) {
if (!initial-await-resume-called)

throw ;
promise.unhandled_exception() ;

}
final-suspend :

co_await promise.final_suspend() ;



started - T some_coroutine(Params... params)
start ‘ {
/'3

suspended

auto f = new coroutine_frame{std::forward<pParams>(params)...};
auto returnobject = f->promise.get_return_object();

n
/ 3
C O rO u t I n e suspended Iﬁg HandleType = std::coroutine_handle<decltype(f->promise)>;

/ 3 Hand]eType::from_promise(f—>pr0mise).resume();:
suspended return returnobject;

end }

done

1. Here the coroutine will stop (
immediately, before execution promise-type promise promise-constructor-arguments ;
of user-defined code. try {

2. If user-defined COde thrOWS, co_await promise.initial_suspend() ;|<
.unhandled_exception() will be function-body

co_return, here the coroutine STomise. unhandled exception() : be

Ca”ed. } catch ( ... ) {
. if (!initial-await-resume-called)
3. Execute when user-defined code throw :
}

will suspend at final point.

« Must be noexcept. Inal-suspend :
4 co return: doesn’t return co_await promise.final_suspend() ;
. — )
anythl.ng’ thUS pr0m|se needs std: :suspend_always initial_suspend() { return {}; }
to define return_void. TR

unhandled_exception() { std::terminate(); }

std: :suspend_always final_suspend() {"return 1%}; }




Coroutine

« And finally, we need to expose APIs of handle in coroutine
interface:

Task(CoroHandle ) : coroHandle_{
Resume()

{
coroHandle_.resume();
return !coroHandle_.done();

1
J

~Task()
{

if (coroHandle_)
coroHandle_.destroy();




Coroutine

1. Besides std: :suspend always, std: :suspend never is also
sometimes used.

e co_await std::suspend never{} means “do not suspend, continue to
execute”;
« For example: std: :suspend_never initial_suspend() { return {}; }

started -
start
/3

suspended

/3

CORO 1 /' 3 : ‘ Immediate resume

started

/3 when creating the

suspended std::printin("coro() started"); coroutine.
o 3 ‘ while (task.Resume()) {

suspended std::println("coro() suspended");

end }

done

suspended
[ 3
suspended
end
done

std::println("coro() done");

suspend_always suspend_never



Coroutine

2. .final suspend() should almost always suspend, and thus
std: :suspend _never is seldom used here.
« If final suspend doesn’t suspend, then coroutine frame will be destroyed
automatically and return to caller; thus it's not due to memory leak.
« Reason 1: coroutine handle and promise will be illegal after deallocation

of coroutine frame...
« Thus, it's UB to use .done() to check whether coroutine can be resumed after
that, and UB to access data member of the promise.

« Also, it's UB to .destroy() due to double free, making it hard to wrap in
coroutine interface.

« Just like a dangling pointer.

« Reason 2: if lifetime of a coroutine is nested within caller, then heap
allocation elision optimization (HALO) may be performed by compiler.

« And suspension at final point makes it much easier for compiler to judge HALO.



Coroutine

3. Even if you suspend at .final suspend(), it's UB to call
.resume() again.

 And resume or destroy a non-suspended coroutine (like call .resume() in
another thread) is also UB.

4. If you want to co_return some value, you can define void
return_value. promise_type

std: :println("CORO {} end", value;

return_value( ) { value =

GetReturnValue()
assert(coroHandle_.done()); Coroutine

co_return 2 L

return coroHandle_.promise().value; interface

Return type of return _void and return value must be void.



Coroutine

 Note 1: you can define overloads for return_value, or even make it
template, so that you can co_return different types

- For example: co_return + 1;

co_return "123";

::string value;
return_value( ) {

value = std::to_string(

<std::convertible to<std::string> T>
return_value(T&& ) {
value = std::string{ std::forward<T>(

* Note 2: you cannot define both return _void and return_value.

 And co_return; is only interpreted as p.return void(), so defining
return_value without accepting parameters is also useless.

 Note 3: you cannot use return in coroutine.

[dcl.fct.def.coroutine], [stmt.return.coroutine].



https://eel.is/c++draft/dcl.fct.def.coroutine#7
https://eel.is/c++draft/dcl.fct.def.coroutine#7
https://eel.is/c++draft/dcl.fct.def.coroutine#7
https://eel.is/c++draft/stmt.return.coroutine
https://eel.is/c++draft/stmt.return.coroutine
https://eel.is/c++draft/stmt.return.coroutine

try {
co_await promise.initial_suspend() ;
function-body

} catch ( ... ) {

( O rO u t I n e if (linitial-await-resume-called)

throw ;
promise.unhandled_exception() ;

}
5. Common practices to implement .unhandled exception():
« Ignore the exception;

* Process the exception locally; for example:
unhandled_exception()

try { throw; } rethrow the exception in catch block.

catch ( std::exception& ex) { std::printiln("{}", ex.what()); }
catch (...) { std::println("UNKNOWN EXCEPTION"); }

 End or abort the program (e.g., by std: :terminate());

. Storlng the exceptlon for later use with std: :current_exception().
sta: “eption ptr ex; Resume() {
unhandled_exception() { By ex = coroHandle_.promise().ex)

ex = std::current_exception(); std: :rethrow_exception(ex);




CO rO u ti n e Task MyCoroutine( max )

{

std: :println("CORO {} start", max);

6. The promise_ type is actually looked up by std::coroutine
traits<R, Args..>.
» Like in our example, it's found by std: :coroutine traits<Task, int>.

« By default, it just uses R: :promise_type, and thus we need to define
promise_type inside Task.

/. Besides default initialization, promise can also be constructed
with parameters of coroutlne

 Like in our example, promise_type

promise_type(

« This may be useful for allocator parameter (covered in the future).

In a rare case, you can specialize std: :coroutine_traits to e.g. pass coroutine interface by parameter
and define promise_type elsewhere. Still, you need to keep return type of .get return object() to be
convertible to return type of coroutine. We don’t cover it here since it's not very useful.



Coroutine

8. If you don’t want to throw exception when failing to allocate
coroutine frame, you can define static CoroutineInterface
get return_object on_allocation failure() additionally;
 Then new will use std: :nothrow _t...

auto* state = ::new (std::nothrow) g state(static_cast<int&&> (x));
if (state == nullptr) {

return g promise t::get return object on allocation failure():

}
« For example:

get_return_object_on_allocation_failure() {

return Task{ X




Coroutine

Finally details about std: :coroutine handle...

It's very similar to a raw pointer to the coroutine frame.
Default ctor / ctor by nullptr: the handle doesn’t represent a coroutine;

Copy & Move ctor / assignment: shallow copy; copies refer to the same
coroutine;

Address-related: Fxpertimport

address exports the underlying address, i.e. the pointer backing the coroutine

(public member function)

imports a coroutine from a pointer

f rom—add ress [static] (public static member function)

Comparable and hashable.

And finally, std: :coroutine handle<void> iS Cenversion | |
specialized to represent any coroutine frame. eperator coroutine handiec CTET 5 DEEEETR coroutine handte

« As it erases promise type, .promise() and .from promise() are not defined.
« It's useful for general execution, since .resume() exists.



int MyCoroutine(int arg)

{

Coroutine et a1 )

yield arg + 2; // suspends

« But we only implement suspension now...
« How to implement the pseudocode example at the beginning?

« To yield a value, you need:
* co_yield xxx; in coroutine;
 Awaiter yield value(Type xxx) in promise_ type.

« And a common Awaiter is just std::suspend always, which means co yield
will always suspend the coroutine.

« Similar to .return_value(), you can overload / make it template.
* And interface: Getvieldvalue() ;

return coroHandle_.promise().value;

main()

rask task = MyCoroutine(3);
Task MyCoroutine( while (task.Resume()) {

value;

Lways yield_value( star:printint

co_yield : "{}", task.GetYieldValue());
co_yield a

value = .

return {};




Coroutine

« To conclude, promise type needs five mandatory operations:

 .get _return_object() -> CoroutineInterface;
e .initial suspend() -> Awaiter, to specify initial behavior before
executing user code;
- .final suspend() -> Awaiter, to specify final behavior after executing
user code;
* .return_void/return value() -> void, to support co return;
e .unhandled_exception() -> void, to handle exceptions thrown in coroutine;

« And some optional operations:

e .yield value(), to support co yield;
 static get return _object on allocation failure()-> CoroutineInterface,
to provide default coroutine interface object instead of throwing exception

when coroutine frame allocation fails.



Minimal example of a coroutine interface.

[[nodiscard]] Task Resume () {
if (!coroHandle_ || coroHandle_.done())

return =
coroHandle_.resume();
return !coroHandle_.done();

e

) le = std::corc
[Le coroHandle_;

Destroy_() { if (coroHandle_) coroHandle_.destroy(); }

sk get_return_object() {

: return Task{ CoroHandle::from_promise(* ). ks

Task(CoroHandle : coroHandle_{ 1 {} }

Task( ask&) = ; std: :suspend_always initial_suspend() { return {}; }
ask& operator=( 1sk&) = ; return_void() {}

~Task() { Destroy_(); } unhandled_exception() { std::terminate(); }

Task(Task&& ) : coroHandle_{ std: :suspend_always final_suspend() { return {}; }
std: :exchange( .coroHandle_,

;{3

& operator=(Task&& ) {
Destroy_();

You can also add e.g. .yield value(), and add APIs
in coroutine interface

(after definition of promise type, since using its
members needs complete definition).

coroHandle_ = std::exchange( .coroHandle_,
return * %




Coroutine

« Exercise: implement a very simple std: :generator.
« We've briefly taught std: :generator in Lecture 4 Ranges & Algorithms...

 So just add .yield value() and iterator!
* As end iterator cannot be determined, just use std::default sentinel t.

* For example: itd::::»z«»f"‘f‘"< > func(

std::cout <<{"Ahh..";
for ( begin = @; begin < end; begin++)
co_yield begin;
co_return;
} generator = func(3);

« When you call generator.begin(), the generator function will
pause at co_yield begin.
« When you dereference the iterator, you will get the begin (i.e. 0) now.

for ( it = generator.begin(); it != generator.end(); it++)
std::cout << *it;

for ( & num : generator)

std::cout << num;



Trivial parts...

[ [nodiscard]]

ile = std::
e coroHandle_;

Generator (Cor : coroHandle_{

Generator(
r& operator=(
Generator(Genera &&
std: :exchange(

: coroHandle_{
.coroHandle_, )

r& operator=(Generator&& )
std: :swap(coroHandle_, .coroHandle_);
perurpn™™ 3

}

~Generator() { if (coroHandle_) coroHandle_.destroy(); }

val;

std::

}

SEas .

ctas?

: yield_value( &&
val = std::forward< ( )>(
return {};

get_return_object() {
»7"{ “oroHanc a::from_promise<*

return

uspend_ 3 initial_suspend()
return_void() {}
unhandled_exception() { std::terminate(); }
i ' final_suspend()

o &

{ return {}; }

{ return {}; }




}; ite

T -
nera

dle handle_;

iterator(CoroHandle ) : handle_{ 1 {}
ExchangeEmpty_() { return std::exchange(handle_, Y37 §
iterator(iterator&& ) : handle_{ .ExchangeEmpty ()} {}
iterator& operator=(iteratoré&& ) {
handle_ = .ExchangeEmpty ();
return * :
}
& operator*() { return handle_.promise().val; } Here we:
iterator& operator++() { handle_.resume(); return * s i 1 Store.the value inside promise and do
operator++(int) { ++(* N5 7 ] . . ]
forward assignment in .yield value();
iterator& it, std::default_sentinel t) { 2. Return reference to it in operator*;
return .handle_.done();
} The actual specification and
erator begin() { implementation of std: :generator is
coroHandle_.resume(); more complex and will be covered later.
return iterator{ coroHandle_ };

end() { return std::default_sentinel; }



Coroutine Lifetime Concern

« Finally a very important note: parameters of coroutine should

I‘al‘ely be I‘Eference. std: :generator<char> explode(const std::string& s) {
° FOr examp|e: for (char ch : s) {
co_yield ch;

 For a normal function, when will the
temporary bound to s destructed?

- Temporaries are destructed when the ;.. Lain0 ¢

statement ends, |e after 5 auto coro = explode("hello world"s); // #0
for (char ch : coro) {
* Normally, as use of parameter ends ctd:icout << ch <= \n'-
when function returns, passing }
temporary is completely fine. }

 But for coroutine...



Coroutine Lifetime Concern

« Coroutine in C++ is still a function!
« Compilers just “transform” your coroutine code to another normal function,

std::generator<char> explode(const std::string& s) {

like our switch + goto code.
for (char ch : s) {
« So for loop in coroutine, after the first co_yield ch;
suspension... )

- s will be dangling reference and future .resume() is wrong.

auto getcCoro()

{
std::string str{ "CORO" };

* This problem is even more subtle for lambda  stierring stri feoner

auto coro = [str](int max) -> Task {

coroutine.
std::cout << str << max << "start\n":
* IS COde beIOW CorreCt? for (int val = 1; val <= max; ++val) {
std::cout << str << val << "\n";
auto task = QEtCDrD()(3); co_await std::suspend_always{};
task. resume(); std::cout << str << max << "end\n";
}
}

return coro;



Coroutine Lifetime Concern

auto task = getCoro()(3);
task. resume();

* No!
« We know that lambda captures have same lifetime as lambda itself.

« And getCoro() creates a temporary lambda, and passing 3 generates a
coroutine interface task.

« And the temporary lambda is destructed, so captures are invalid and thus
coroutine code is also UB. auto taskvalidGuard = getCoro();

. . k = kvalid d(3);
. The correct way is quite strange: ©... ¢ - eswveieuar

task. resume();

« So to conclude, unless you've considered carefully:
1. Do NOT use reference type in coroutine parameters;

2. Do NOT use stateful lambda coroutine, or generally pay special attention
to public member coroutine.



Advanced Concurrency

« Coroutine

 Awaiter



Task MyCoroutine( max )
{
std: :println("CORO {} start", max);
IS val = 1; val <= max; ++val) {
std::printin("coro {} / {}", val, max);

u
l \Wa Ite r co_await std::suspend_always{};

}

std: :println("CORO {} end", max);
co_return;

* Previously we just use two predefined types to await, either
std: :suspend_always Or std: :suspend_never.

« But how can they suspend / continue execution?

« Generally speaking, awaiter can be defined to manipulate
behaviors of later coroutine.
* For awaiter, three APIs needs to be defined:

« .await ready() -> bool: false means later execution is not ready, i.e.
suspend; true means not to suspend;

« .await_suspend(CoroutineHandle continuation) -> void: called when
suspended, determine what should be done for later execution;

« .await resume() -> T: when the current suspension resumes, what should
be executed first before later execution. T means return value of co await.



Awaliter

« So actually, predefined ones are very easy to implement:

await _ready()

await _suspend|(std::corc

await resume()

Task Test()

co_await Suspe
a=1;

co _return,

{ }

suspend_never just
returns true here.

{ return 5

Nothing needs to be
done additionally.
Just suspend.

e<>

Nothing needs to be
handle.resume() will continue done after resumption.
execution here, including
calling .await_resume() and
destruction of the temporary
awaiter.



Awaliter

 For example, implement NaiveTaskCont that:
« When we await another task, we want next .Resume() to resume the new

task.

std: :println("Hello,");
co_await std::suspend always{};
std: :println("world!");

std::println("Test: before Test2.");
co_await Test2();
std: :println("Test: after Test2.");

main()

m = Test();
while (m.Resume())

{

std: :println("Back to main.");

¥

return 9;

Microsoft Visual Studio 18

Test: before Test2.
Back to main.
Hello,

Back to main.
World!

Back to main.
Test: after Test2.




And we can use linked list to go to

The basic parts are completely same. the deepest task.

Le nextLevelHandle_;

o e
2

> = gtd: :coroutine _hanc omise type>: iveTaskCont get return_object() {

coroHandle_; return Nai { oHandle: :from_promise(*
}

Destroy_() { if (coroHandle_) coroHandle_.destroy(); } std: :sus { always initial_suspend() { return {}; }

return_void() {}

unhandled_exception() { std::terminate(); }

NaiveTaskCont (CoroHandle ) : coroHandle_{ F i} std: :suspend_always. final_suspend() { return {}; }

NaiveTaskCont( NaiveT 'ont&) =
laiy nt& operator=( laiveTaskCont&) = -
NaiveTaskCont(NaiveTaskCont&& ) : coroHandle_{
std: :exchange( .coroHandle_, ) await_ready () { return
5} await _suspend(Co ndle ) {
T & operator=(NaiveTaskCont&& ) & promise = .promise();
Destroy (); promise.nextlLevelHandle_ = coroHandle_;
coroHandle_ = std: :exchange( .coroHandle_,
FEEUBIEERTSS await_resume() {3

}

~NaiveTaskCont() { Destroy (); } . .
In co await x; we call x.await suspend(),

and we need to set new task x as next
level handle of current coroutine.




Each time we call .Resume(), we find the | prarmm—rey mp—
deepest task by linked list and resume it. . 5 :

std::println("Test: before Test2."); std: :println("Hello,");

co_await Test2(); co_await std::suspend_always{};
std: :printin (lesits after N IEET NS std: :println("world!");

Resume() {
if (!coroHandle_ || coroHandle .done())

return 2

1. Test() is called, coroutine interface A is
resumeHandle = coroHandle_; . ]
while (true) : created and suspends at initial point;
f 2. Resume(), execute until co await Test2();
& promise = resumeHandle.promise(); . « Test2() is called, new interface B is
nextHandle = promise.nextlLevelHandle_; created and suspends at initial point;
if (nextHandle == ) .  B.await ready() returns false, meaning
break; . A needs to suspend;
i (ngxtHandle.donell - B.await suspend(cont) attaches handle
' of B (this->coroHandle ) as next level of
break: . handle of A (cont).
3 3. Resume(), find the deepest task (B) and
resumeHandle = nextHandle; - resume it, execute until suspend always.
4. Resume(), execute until B reaches final point.
5. Resume(), execute until A reaches final point.
i —tehandie-resane(): . « B.await resume() is called first;
prGligpcoronandle._.acpe); - B is destructed, as it's a temporary
returned by Test2().
« Later code like println is then executed.

promise.nextlLevelHandle




Awaliter

« Besides defining awaiter APIs directly, there also exist two other
ways to do co await:

1. By operator co_await, which delegates co_await to return value.
* Quite like operator->! '

 This can isolate awaiter
APIs and make them
not exposed to users
in coroutine interface.

{le nextLevelHandle_;
ContAwaiter (CoroH , ) : nextlLevelHandle_{

await_ready() { return
await_suspend(CoroHandle ) {

& promise = .promise();
promise.nextLevelHandle_ = nextlLevelHandle_;

await_resume()

iter operator co_await() { return { coroHandle_ }; }



Awaliter

2. By .await_transform() in promise, which will intercept almost all
co_await x; and substitute as co_await promise.await transform(x).

ays await_transform( , co_await 42;

std: :println("{}", )
return {}; i

co_await "442"; 42

 You can also add constraint or overloads;
« To disable co await in your coroutine, you can use =delete.
« Like in std::generator: await transform[delcted]

 Order is: for co_await x, if p.await_transform() fails, then x.operator
co_await; if x.operator co_await fails, then find awaiter APIs of x.



val;

= std: :suspend_always yield_value( &&
l \Wa Ite r val = std::forward< ( > (

return {};

* Look back to co yield x...
« It's essentially equiv. to co_await promise.yield value(x).

« Particularly, initial await, final await and co_yield will bypass
.await_transform().

 For example, if we want to do a back-and-forth conversion:

"ing& convertedval;

‘ring convertedval;
await_ready() { return o

await_suspend(CoroHandle ) {} BackAwaiter yield value( ) {
std::string&& await_resume() { return std::move(convertedval); } val = .

b

i convertedval.clear();
return BackAwaiter{ convertedval };




Awaliter

. GetInteger() { return coroHandle_.promise().val; }

« Return value of .await resume() SetString(std: :string newal) {

. oroHandle .promise().converted = gtd: :move s

is treated as return value of L g

co _await, and thus is also return g

value of co yield. R

ztjprlntlnziJ:1cfz?/jeEd/4’2x, e TRl e h str':!.ng Valu‘e; 42

« Not that useful, just a naive example. std::string r2 = R " Get string value: 442

std: :println("Get string value: {}", r2);

main()

task = Test();

while (task.Resume())
I3

1

convertedStr = std::to_string(task.GetInteger());
task.SetString(std: :move(convertedstr));



Advanced Concurrency

« Coroutine

« Awaliter
« Symmetric Transfer



Symmetric Transfer

« All programs before are sequentially executed, though we can
suspend and resume them.

« In many cases, coroutine will cooperate with multithreading, which will
then execute different streams in parallel.

« Consider a common case:

« We have a ServiceA and a ServiceB, and the result of ServiceA will be sent
to ServiceB.

« For example, ServiceA is network receive, and ServiceB is data processing.

« For synchronous code, we may just write: EXiRCala i s
t std::byte>) {}

result = DoServiceA();
DoServiceB(result);



Symmetric Transfer

DoServiceAWithCallBack( &&
« More generally, we may use callback: e ir e Rl R St

« So actually, we just treat DoServiceB as later execution of

DoServiceA.
« Of course, we can use coroutine to
do so automatically: Task: :promise_type: :final_suspend()

When the current task ends, await_ready () { return 5 )
resume original task automatically. SWELEE T PR ERRCHER TR )

get_return_object() { return Task{ CoroHandle::from_promise(* ) }5 3 lastLevelHandle = -promise().lastLevelHandle;
spend ays initial_suspend() { return {}; }

if (lastLevelHandle)
lastLevelHandle.resume();

Le lastLevelHandle;

return_Qoid() f
unhandled_exception() { std::terminate(); }
final_suspend()

await_resume()

er{};



ile handle;

{ return

await_ready()
await_suspend(CoroHandle

handle.promise().lastlLevelHandle =
handle.resume();

await_resume() {}

2r operator co_await() && ¥
return { coroHandle_ };

Start() { coroHandle .resume(); }

) { co_return; }
ask DoServiceB()

std: :vector<std: : byt
co_await DoServiceA(result);

>> result;

task = DoServiceB();

task.Start();

When a task is awaited, attach the
execution stream and resume new task.

A task can only be attached once, and
then it will be executed to end. Use
rvalue ref qualifier to notice users.

The whole process is like:

coNO VI D WNPR

. DoServiceB() creates a coroutine interface B;

.Start() resumes it until co_await;

. DoServiceA() creates a coroutine interface A;
. awaiter.await suspend() resumes A;

. A reaches co _return;

. final awaiter.await suspend() resumes B;
. B reaches co _return;

. B.resume() returns ->

final awaiter.await suspend() returns ->
A.resume() returns ->
awaiter.await_suspend() returns.

. Task.Start() returns, all instructions are fully

executed.



Symmetric Transfer

« Before we continue, a small discussion:
« If seems not necessary to use coroutine at all...
« However, we can use awaiter to transfer execution to another thread easily:

class SchedulerAwaiter Task DoServiceAAsync(std::vector<std: :byte>& result)
{ {
public: // HHFEH 2R T co_await Schedulerawaiter{ threadprool };
void await_suspend(std::coroutine_handle<> handle) { co_return;
someThread.dispatch(Chandle); // X/~ %= LifiF handle. resume(). }
return: // Hur&kifEm LiR[E%caller
} Task DoServiceB()
}; {

std::vector<std::byte> result;

« Then all instruction streams since Co_await DoServiceAAsync(result):
DoServiceAAsync() will execute on another :

thread in the thread pool, and the main thread can go on without waiting.
« By coroutine, it's very easy to switch executions on different schedulers.

However, you should pay special attention to synchronization problem before & after transfer.
Particularly, mutex cannot be locked on thread A and unlocked on thread B (and such code is easy to
implement in coroutine!).



Symmetric Transfer

 However, such stream concatenation has a severe problem...
« Consider another simple code segment:

Task completes_synchronously() { co_return; }

. ) ) Task Toop_synchronously(int count) {
- When count is large enough, it will cause . ;i i 20 5 < count: ++i) ¢
stack overflow.

co_await completes_synchronously();
3
}

« Let’s analyze the whole process again...
« For each loop, the stack occupation is like:

« completes synchronously() creates a new coroutine; coroutine frame
generation will occupy stack temporarily. | ierarans. .. parans)

« When this function returns, stack will be {

popped then auto T = new coroutine_frame{std::forward<Params>(params)...};
’ auto returnobject = f->promise.get_return_object();

using HandleType = std::coroutine_handle<decltype(f->promise)>;
HandleType: :from_promise(f->promise).resume();
return returnobject;



Symmetric Transfer

« Other parts will occupy stack indeed:

1.
2.
3.

4.
5.
6.

awaiter.await suspend();
newTaskHandle.resume();

And the new task will execute its own code, until co_return. Stackless
coroutine will occupy caller’s stack, just like a function call.

final awaiter.await_suspend();
lastTaskHandle.resume();
And the loop continues to execute, which again occupies stack.

 Only when loop reaches its end will all of stack be popped.
« However, we expect the loop to execute without stack push...

e« Core reason: recursive call of .resume.



Symmetric Transfer

» To solve this problem, coroutine also supports symmetric

tranSfer_ CoroHandle task::await_suspend(CoroHandle continuation)
. . {
+ That 1S, : awalt_suspend()'can return coro_.lastLevelHandle = continuation;
a coroutine handle, meaning that return coro_:
continue to execute this handle. }

’ .Compared Wlth Calllng : Pe.sume() CoroHandle task::final_awaiter::await_suspend(CoroHandle handle)
inside .await suspend() directly, -

symmetric transfer will POPp the return handle.promise().lastLevelHandle;
stack first. }

« In previous analysis, this means:
« 2, 3 and 4 will be popped before 5;
« 5, 6 and next 1 will be popped before next 2.
« This utilizes tail-call optimization elegantly, but we don’t dig into that.

If you're interested, I strongly recommend you to read C++ Coroutines: Understanding Symmetric Transfer by Lewis Baker.

And notice that gcc doesn’t implement optimization here (see bugzilla) so symmetric transfer will still cause stack overflow.


https://lewissbaker.github.io/2020/05/11/understanding_symmetric_transfer
https://gcc.gnu.org/bugzilla/show_bug.cgi?id=94794

await_suspend(CoroHandle )

- lastLevelHandle = .promise().lastLevelHandle;
Symmetric Transfer R
lastLevelHandle.resume();

CoroHandle task::final_awaiter::await_suspend(CoroHandle handle)

. { . ]
° But Stl” d Sma” bug return handle.promise().lastLevelHandle; No if like

« When lastLevelHandle is nullptr, 0 ElEOYE:
then we are resuming nullptr and it's thus UB.

« To return the CaIIer Ilke void, we can use std::noop_coroutine():

andle<> await_suspend(CoroHandle )

lastLevelHandle = .promise().lastLevelHandle;
if (lastLevelHandle)
return lastLevelHandle;

return std::noop_coroutine();

« It returns std: :coroutine handle<std: :noop coroutine promise>, another
specialized handle that will return to caller directly when resumed.



Symmetric Transfer

 And finally, when .await suspend() has only two options...

« Either suspends, or continue to execute;
« Then you can also use bool- returnmg varlant For example:

await suspend(std::

if (someCond)
return

return

 Note 1: You can rewrite it with handle-returning variant, but
since bool-returning variant is simpler, compilers are likely to do

optimization better.



Symmetric Transfer

 Note 2: compared with in .await ready(), coroutine already
suspends in .await suspend().
o If you return true in .await_ready(), .await _resume() won't be called;
« But if you return false in .await suspend(), .await resume() will be called.

 Note 3: all awaiter APIs and promise type APIs can be constexpr,
just like normal methods.
« However, coroutine cannot be constexpr currently.
« This may be enhanced by P3367R4: constexpr coroutines.



https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2025/p3367r4.html
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2025/p3367r4.html
https://www.open-std.org/jtc1/sc22/wg21/docs/papers/2025/p3367r4.html

Advanced Concurrency

« Coroutine

* std::generator in Detail



Generator

» Let's see what std: :generator really does after learning
coroutine!

1. The promise type will store pointer to ylelded vaIue mstead of storing
value and doing assignment. reference

« First, let's see T is value type or rvalue
reference.

std: :remove reference t<yielded>* ptr
std: :suspend_always yield_ value(

ptr = & >

return {};

tsstring St

co_yield std::move(s);

€o yield "“123%;

« We know that it's transformed to: BRI
co_await promise.yield value(std::move(s));

co_await promise.yield_value("123");




std::string s{ "442" };

G e n e ra tO r co_await promise.yield_value(std::move(s));

co_await promise.yield _value("123");

« So it seems that we store pointer to temporary...

« We know that it's dangerous to do so in normal function.

° A Sim”ar example from homework Of const std::vector<int>& SomeFunc(const std::vector<int>& vec)
Lecture 5 Lifetime & Type Safety: !

B, 7 somefunc IFABRIET —NMEHNES, FBLSH vec . ERHARLERE, IRHEEHR )
1, Eit a TARESIA.

return vec;

const auto& a = SomeFunc({1,2,3});
{REJBERIR], conste ARSEKEMBHLG? —FEIE, REROIGHNTEAS RIEK, & std::cout << a[e];
EI5 I BHA=.

« But here it's safe!

« All temporaries destruct when the whole statement (i.e. until ;) ends.
« So when will co await end?

« When coroutine resumes again, after calling .await resume()!



Generator

* Thus, the temporary persists until next resumption, which makes
it safe to store pointer and dereference.
« Compared with move assignment, this saves one move.

* Then iterator just returns rvalue reference:

rence operator*() {
return <reference>(*(handle_.promise().ptr));

« Wait, what about yielding lvalue?
 Here we only accept rvalue reference...

« If user yields lvalue, we should not move it

like rvalue in operator*. N
std: :remove_reference_t<yielded>* ptr;

std: :suspend_always yield_value(yielded
ptr = &

return {};




Generator

* std::generator adds an overload for const T&, which copies it
to awaiter and then stores pointer.
* The iterator operator* still returns rvalue reference, but refers to the copy.

) — Std::"r. o = < ,>;

std: :suspend alwa

CopyAwaiter(

move e nce t<yielde
iter yield_value(
DY iter awaiter{
ptr = &awaiter.val;
return awaiter;




Generator

 For std::generator<T>, where T is lvalue reference...
« Then just store pointer and return as corresponding reference.

« So to conclude, T just means how to reference the object:

std: :suspend always yield value( yielded val ) noexcept; (1) (since C++23)

auto yield value( const std::remove reference t<yielded>& lval )

requires std::is_rvalue_reference_v<yielded> && (2)  (since C+423)
std::constructible from<std::remove cvref t<yielded>,

const std::remove reference t<yielded>&>:

1) Assigns std::addressof(val) to value . Returns {} .

2) Returns an awaitable object x of an unspecified type that stores an object of type
std::remove_cvref t<yielded>. x is direct-non-list-initialized with 1lval , whose member functions are

configured so that value points to that stored object. Then suspends the coroutine.
std::generator::f'teraton:OperatOF*

reference operator*() const (since C++23)
noexcept( std::is_nothrow_copy_constructible_v<reference> );

1. Let reference be the std: :generator's underlying type.

Equivalent to return static_cast<reference>(*p.value_); .



Generator

« Besides, generator also supports to specify value type +
reference type by std: :generator<Ref, Value>.

« So actually std: :generator<Ref> just sets Value as void, and deduces real
value type from Ref. Member Definition

std::conditional_t<std::is_void_v<V>, std::remove_cvref_t<Ref>, V>;
(exposition-only member type*)

std::conditional t<std::1is void v<V>, Ref&&, Ref>;
(exposition-only member type*)

 For example, if you want operator* to
return value type: co_yialls 14

« But promise still stores pointer, and accepts kg
const& in .yield_value().

value (private)

reference (private)

main()

std::conditional_t<std::1is_reference_v<reference>,

ielded
y reference, const referenceé&>

for ( ¢ ) val : Test(2)) {
std: :println("Here {}!", val);
}




Generator

« It can also be used for proxy reference type.
» Like std::vector<bool>::reference as a bit proxy.

>rator<std: :vector< >::reference, > Test()

But to be honest
At el s std::generator<Ref, Value> is
co_yield vec[0];
co_yield vec[1]; rare'Y used.

main()

rng = Test();
(Std: s same
std: :ranges::

for ( ( ) val : rng) {
std: :println("Here {}!", val);

std::generator also accepts allocator as
the third type parameter; covered in the

} next lecture.



Generator

* Finally, std: :generator also supports recursive yield.

« That is, it delegates resumption to another generator; when delegator
finally ends, it continues to execute itself.

« To distinguish yield and delegation, it needs stdr::elements of as tag.
For example, to do inorder traversal of a binary tree:

template<typename T>
struct Tree

{

T value;

Tree *left{}, *right{};

std::generator<const T&> traverse_inorder() const

{

if (left)
:‘I:tuaa”rz/géou fwénhqilggateaﬁgnt co_yield std::ranges::elements_of(left->traverse_inorder());
yr , WNicn | utv
to loop and yield its elements. co_yield value;
But currently it may have some & (i
. . i rig

def[e)aRts and will be submitted co_yield std::ranges::elements_of(right->traverse_inorder());
as .



Generator

* Note: .unhandled exception() will propagate exception level by
level, so you can catch it at any level.
o For example : :generator< > W1U.Throw()

Microsoft Visual Studio
co_yield 0;

throw std: :runtime_error{ "
co_yield 1;

Here 0!

Exception thrﬁwn:
Here 1!

enerator< > FOO()

try {

If you donlt CatCh |t here, co_yield std::ranges::elements_of{ WillThrow() };
it will propagate to caller. )

catch( std: :exception& ex) {
std: :println("Exception thrown");

3

co_yield 1;

This is implemented by
storing exception ptr and
checking in .await resume()
returned by delegation.

main()

for ( val : Foo()) {
std: :println("Here {}!", val);

}




Summary

« Memory order basics
« Happens-before, Synchronizes-
with
« Sequential Consistent
« Acquire-Release

 Relaxed

« Atomic variables
« Read, Write, RMW, spinlock
« Specializations, atomic_flag,
atomic_ref
« Advanced memory order
« Release Sequence

e Qut-of-thin-air problem
« Strongly-happens-before
 Fence

« Coroutine

« Stackful & stackless coroutine;

« Basics: promise_type;

« Awaiter and symmetric transfer;
« std::generator



Next lecture...

- We'll talk about memory management...
 Smart pointers;

« Allocator;
« PMR;
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